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Intrusion Detection Systems: A
Cross-Domain Overview
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Abstract—Nowadays, network technologies are essential for
transferring and storing various information of users, companies, and industries. However, the growth of the information
transfer rate expands the attack surface, offering a rich environment to intruders. Intrusion detection systems (IDSs) are
widespread systems able to passively or actively control intrusive activities in a defined host and network perimeter. Recently,
different IDSs have been proposed by integrating various detection techniques, generic or adapted to a specific domain and to
the nature of attacks operating on. The cybersecurity landscape
deals with tremendous diverse event streams that exponentially
increase the attack vectors. Event stream processing (ESP) methods appear to be solutions that leverage event streams to provide
actionable insights and faster detection. In this paper, we briefly
describe domains (as well as their vulnerabilities) on which recent
papers were-based. We also survey standards for vulnerability
assessment and attack classification. Afterwards, we carry out a
classification of IDSs, evaluation metrics, and datasets. Next, we
provide the technical details and an evaluation of the most recent
work on IDS techniques and ESP approaches covering different
dimensions (axes): domains, architectures, and local communication technologies. Finally, we discuss challenges and strategies to
improve IDS in terms of accuracy, performance, and robustness.
Index Terms—Intrusion detection systems, vulnerabilities, vulnerability assessment, attack classification, intrusion detection
techniques, event stream processing, datasets.

I. I NTRODUCTION
HE GLOBAL Internet economy is estimated to be valued at $4.2 trillion in 2016 [1]. It is estimated that
the cost to the global economy from cybercrime is more
than $400 billion [2]. Cyber-attacks are still spreading, targeting information systems, industrial infrastructures, computer
networks, and personal end-devices. In most cases, vulnerabilities related to design flaws and human errors are the
main causes of such attacks [3]. To defend network perimeters against these attacks, various intrusion prevention and
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detection systems have been proposed. Such systems are
strategically placed in a network or host where they operate
in single, distributed, centralized, collaborative or cooperative
mode to prevent and/or detect eventual attacks against the confidentiality, integrity, and availability of information. With the
growth of network infrastructures, intrusion detection systems
must constantly adapt to new environments and changes.
Network infrastructures support multiple diverse architectures
such as Mobile Ad-hoc Networks (MANETs), Vehicular Adhoc Networks (VANETs), Unmanned Aerial Vehicle Networks
(UAVNETs) and local communication technologies (e.g.,
Wi-Fi, Bluetooth) that are vulnerable to unknown/zero day
attacks [4]. Consequently, network infrastructures require high
performance and accurate IDSs.
An IDS is a hardware and/or software that passively or
actively controls a network/host in order to find possible intrusions. Generally, IDSs are mainly divided into three categories:
Network-based IDSs (NIDSs), Host-based IDSs (HIDSs), and
Hybrid IDSs. A NIDS is located in a demilitarized zone
(DMZ) just after the firewall. It captures network traffic in
real time, analyzes it and performs defensive actions. These
actions against malicious traffic can be either single alerts to
the administrator or active reactions like dropping malicious
traffic. Unlike NIDSs, HIDSs inspect log files of the operating
system, services and softwares installed on the host and trigger alerts when suspicious activities are detected. IDSs that
provide both NIDS and HIDS capabilities are called hybrid
IDSs. A hybrid IDS uses both NIDS and HIDS for the gathering and analysis of heterogeneous cyber threat information.
An IDS that can autonomously block attacks before they occur
is called an Intrusion Prevention System (IPS).
In recent years, a large number of research work has been
published on the use of four main IDS techniques: i) anomalybased detection that builds statistical patterns representing
normal behaviours of the monitored system to identify abnormal patterns (e.g., machine learning, biologically-inspired
systems); ii) knowledge-based detection also known as
signature-based detection matches incoming signatures to
those in its database of known threatening signatures for
detection (e.g., knowledge-based systems); iii) multi-agentbased detection where IDS agents operate in centralized,
distributed, collaborative and cooperative manner to detect
advanced persistent threats and multi-stage attacks; and iv)
hybrid detection that leverages multiple detection techniques
to increase the detection accuracy (e.g., machine learning + knowledge-based systems + multi-agent systems).
Recently, several detection techniques were focused on a
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Overview of IDS environments, vulnerabilities and standards.

TABLE I
C OMPARISON B ETWEEN R ECENT S URVEYS AND O URS

particular application domain, although others were more
generic. In addition, few recent papers were focused on IDS
techniques in big network infrastructures particularly, event
stream processing (ESP) approaches that are processor and
ressource-intensives.
Recent survey papers describe latest advances in a specific
dimension (axis). Dimensions give an essential understanding
of areas related to recent work, that will be classified and
evaluated in our paper. This paper extends existing survey
papers [5]–[13] by covering different comparison dimensions.
The first dimension is the domain, a technological and general application area underlying a specific research work,
for example: Cloud Computing, Big Data, Software Defined
Networking, Smart Cities in public safety and Smart Grids in
cyber-physical systems. The second is the architecture or topological organization of network objects, for example: MANET,
VANET, and UAVNET. Finally, the local communication (LC)
technology that enables exchanging data on a small and large
distance, for example: Bluetooth, ZigBee, Wi-Fi and WiMAX.
For a given dimension, we present some topics that are not
fully covered in recent papers such as vulnerabilities, attack
classification, intrusion detection techniques, event stream processing approaches, and dataset lists. In Table I, we use two
notations: ✓ when an aspect is covered by the survey and
✗ otherwise. Surveys [8], [9] cover the same domain, but with
different topic coverage, indicated in Table I with two distinct
marks. Dimensions are described in Section II including their
vulnerabilities and attacks.
For the present survey, we have reviewed more than 250
research articles and selected about 100 qualitative articles
published from December 2015 to January 2019 in top

academic databases such as IEEE explore, Springer Link
and Science Direct. We restricted ourselves to this period
because we wanted to present the latest advances, precisely,
new emerging aspects which are not yet covered in recent
survey papers. The selection process was based on the dimension as mentioned above, the year of publication, the number
of citations, and the publishing house.
The contributions of this paper include:
• A dimensional overview of environments where IDSs are
used. It gives an essential understanding of domains and
vulnerabilities related to the surveyed research papers.
• A presentation of standards for vulnerability assessment
and attack classification;
• The technical details and an evaluation of recent work
on intrusion detection techniques and event processing
methods for each dimension using the following criteria:
data source or input, technique, datasets, result or output;
• An up-to-date dataset list.
The rest of this paper is structured as follows. Section II
describes dimensions and vulnerabilities of the surveyed
papers, standards for vulnerability assessment and cyber attack
classification. Section III gives an IDS classification including evaluation metrics and datasets. Section IV reviews recent
papers on intrusion detection techniques and evaluates them
according to each dimension. In Section V, we review event
stream processing methods and evaluate them according to
each dimension using some criteria. Finally, Section VI concludes and discusses the challenges of IDSs and strategies
to improve IDSs in terms of accuracy, performance, and
robustness.
II. D IMENSIONS , V ULNERABILITIES AND ATTACKS
Cyber-attack targets can be categorized in three dimensions:
domain, architecture, and technology (see Fig. 1). Dimensions
allow describing the vulnerable environments protected by
IDSs and, in particular, understanding the security challenges
in these environments. We also mention standards for assessing
vulnerability and classifying cyber attacks.
A. Domain
In the literature, intrusion detection has been addressed
in many domains. The most important domains are defined
below.
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Industrial and control systems: Supervisory Control and
Data Acquisition (SCADA) systems are extensively used in
industries to automate the control of systems like power grids,
nuclear facilities, water supply systems and enable the remote
monitoring of industrial devices [14]. These devices are controlled using vulnerable LC technologies like WiMAX, Wi-Fi
or Bluetooth. LC technologies allowed cyberattacks such as
Night dragon and Stuxnet worm to penetrate SCADA networks
and control industrial devices [15]. SCADA is used in Smart
Grids to monitor relays, automated feeder switches and batteries [16]. Smartgrids are vulnerable to cyber attacks such as
false data injection attacks (FDIAs), DoS (Denial of Service),
and replay attacks [17].
Transportation systems: Intelligent transportation systems
(ITS) is one solution that leverages modern advanced communication technologies to make transportation systems more
efficient, reliable, secure, and resilient [18]. An ITS supports
In-Vehicle, Vehicle-to-Vehicle, and Vehicle-to-Infrastructure
communication (e.g., Bluetooth, Wi-Fi, WiMAX) that are
integrated into embedded devices in smart vehicles, roads
and railways. Recently, Symantec reported that numerous
vehicle devices support vulnerable Linux-based operating
systems [19] and wireless technologies that hackers can use to
remotely take control, even to cut motor transmissions [19].
ITS communications are also vulnerable to DoS/DDoS
attacks, network protocol attacks, password and key
attacks [20].
Health care systems: Ubiquitous health-care systems allow
real-time patient care using biosensors (e.g., insulin pumps,
wearables) to respond to individual requirements anywhere,
anyhow, and at any time [21]. Recently, potential vulnerabilities were found in medical devices such as implantable
cardiac defibrillators, CT-scanners and led to ransomware
attacks [22]. In fact, health-care sensors support Wireless Body
Area Network (WBAN) technologies in order to remotely
access physiological data in real-time (e.g., ZigBee, Bluetooth,
Wi-Fi). WBAN technologies are vulnerable to various attacks
such as Man-In-The-Middle, Eavesdropping, DoS, that could
be life-threatening [21].
Building systems: Building Systems integrate smart devices
that continuously collect raw data, control building’s heating, lighting systems, air conditioning and water heating
using networked building automation systems [23]. Building
systems are increasingly connected to the Internet, which
increases the attack vectors, making the target environment
vulnerable. Hence, Internet-facing building devices with insufficient authentication, default passwords, create opportunities
for unauthorized external access [24].
B. Architecture
Increasingly, network infrastructures support various
dynamic and autonomous networking architectures in order
to provide a high-availability, high-scalability, high-reliability,
high-resiliency and low-latency of network connectivities in
modern areas such as health care, transportation, industry
and building. Some of these networking architectures are
described hereafter.
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Wireless Sensor Networks (WSN): WSNs are wireless
networks of spatially distributed autonomous sensor nodes,
with limited resources (e.g., battery energy), that monitor
physical conditions (e.g., power usage, temperature), communicate together and transfer information for system management issues [25]. WSN sensors are frequently affected
by network-layer vulnerabilities. They face both external and
internal node attacks such as Sinkhole attacks, DoS attacks,
Wormhole and Sibyl attacks [26].
Wireless Body Area Network (WBAN): A WBAN is a communication standard optimized for low power devices and
operation on, in or around the human body (but not limited to
humans), to serve a variety of applications including medical,
consumer electronics, personal entertainment and others [27].
WBANs consist of autonomous or managed sensor nodes
placed either in the body or on the skin to collect and monitor
patients’ health data (e.g., electro cardiogram, blood pressure) in real-time using vulnerable wireless technologies for
end-uses. Health record data are extremely sensitive, particularly when an intruder can access, modify and inject false
information that may result in a patient’s death. WBANs are
vulnerable to node capture attacks, impersonate and spoofing
attacks [28].
Mobile Ad-hoc Network (MANET): A MANET is a selfconfiguring infrastructure-less dynamic wireless networks
where the network topology changes over time [29]. Mobile
nodes, with resources restrained, autonomously adjust and
communicate with each other. A MANET has numerous
weak points including the absence of a fixed infrastructure,
the dynamic topology change, their dependence on cooperative communication, the limited resource constraints and the
unreliability of wireless links [30]. Consequently, they are vulnerable to various cyberattacks including gray-hole attacks,
black-hole attacks, selective packet dropping attacks, Sybil
attacks, and flooding attacks [31].
Vehicular Ad-hoc Network (VANET): A VANET is a part
of MANET where vehicular nodes can move speedily inside
the network, can communicate with each other or with roadside units (RSUs) at any intersection point and traffic light,
using three communication modes: Vehicle-to-Vehicle (V2V),
Vehicle-to-Infrastructure (V2I) and Hybrid [32]. A VANET is
vulnerable to cyberattacks due to various constraints like the
use of wireless channels necessary to exchange information
(e.g., GPS, Wi-Fi), high mobility and dynamic topology [33].
VANET attacks are classified into three categories [33]: attacks
on wireless interface, attacks on infrastructure, attacks on
hardware and software.
Unmanned Aerial Vehicle Network (UAVNET): Unmanned
Aerial Vehicles (UAVs) [34] are aircrafts which carry no
human pilot or passengers. UAVs are recent technologies
used in various areas such as agriculture for crop monitoring, medical for medical supply delivery, and military for
border surveillance. UAVNETs are fluid infrastructure-based
networks of airborne nodes (UAVs) [34]. Each UAV node can
move slowly or rapidly and can communicate with ground
nodes (i.e., control stations) as well as other UAVs. UANETs
are vulnerable to jamming, injection fault and spoofing
attacks.
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Heterogeneous Ad-hoc Network (HANET): HANETs are
autonomous, multi-hop, heterogeneous networks integrating both wireless sensor networks (WSNs), mobile ah-hoc
networks (MANETs), wireless body area networks (WBANs).
They are accessible and interconnected through gateway
nodes [35]. A HANET is vulnerable to WSN, MANET, and
WBAN attacks.

other transactions. NFC are vulnerable to eavesdropping
attacks, relay and jamming attacks [40].
ZigBee is a low-power consumption and low-cost wireless
technology based on IEEE standard 802.15.4 and adapted for
various embedded applications, medical monitoring, industrial
control and home automation. ZigBee may be vulnerable to
tampering, key deciphering and authentication attacks.
D. Vulnerability Assessment

C. Local Communication Technology
Local network technologies enable humans and things to
transmit messages, video, files, and other data through peerto-peer or/and client-server connections in various network
architectures (e.g., MANET, VANET). They have various
weak points according to the used technology such as short
range communication, short authentication keys or passwords
and vulnerable cypher algorithms.
Bluetooth: Bluetooth is a wireless technology standard for
short-range radio communications, allowing transmitting data
(e.g., audio, patient’s record) at high speeds using radio waves,
between various devices (approximately 10 meters of each
other) including computers, mobile phones, and other electronics. Bluetooth has many vulnerabilities such as authentication
(no user authentication), keys (short size, shared master key),
cryptography (weak cypher algorithm), and security services
(no end-to-end security, no audit) [36]. Hence, Bluetooth is
vulnerable to DoS, Man-In-the-Middle (MITM), Bluespoofing,
Bluejacking, and Bluebugging attacks [37].
Wireless Fidelity (Wi-Fi): Wi-Fi is a Wireless Local Area
Network (WLAN) based on IEEE 802.11 standards, that connects embedded devices within a short distance (less than 100
meters). Today, it is used to remotely control human health,
SCADA systems, vehicles and unmanned aerial vehicles (e.g.,
drones) for public safety [38]. However, Wi-Fi is vulnerable to
various cyberattacks targeting confidentiality (eavesdropping,
Wep key cracking, MITM), integrity (frame injection, data
replay) and availability (DoS, beacon flood, de-authenticate
flood) [39].
Worldwide Interoperability for Microwave Access (WiMAX):
WiMAX is a Wireless Metropolitan Area Network (WMAN)
technology based on IEEE 802.16 standards, that provides
broadband services for remote locations in different areas like
public safety, medical, transportation and industry. As any
other wireless technology, WiMAX introduces several security risks and it is vulnerable to cyberattacks at different layers:
physical layer (jamming, scrambling) and MAC layer (rogue
Base Station, MITM) [37].
Radio Frequency Identification (RFID): is a data collection technology that uses electromagnetic fields in the radio
frequency (RF) portion of the electromagnetic spectrum to
uniquely identify and track tags attached to objects. RFIDs
are vulnerable to numerous attacks such as skimming, illicit
tracking, unauthorized access and DoS [37].
Near Field Communication (NFC): is a wireless technology with a short range (about 20 centimeters) integrated into
smart cards, smart phones or tablets, that allows wide services
including identification, mobile payments, data exchange and

The U.S. Department of Defense (DoD), Department of
Homeland Security (DHS), and the Commerce Department’s
National Institute for Standards and Technology (NIST)
collaborated and established vulnerability and cyber threat
intelligence management standards through The MITRE
Corporation [41]. The standards help cybersecurity companies to identify, characterize, structure, assess, report and share
cyber attack information for prevention, detection and mitigations of cyber attack incidents. An incident occurs when
a cyber attack exploits a vulnerability or weaknesses of a
common platform (e.g., Windows 10) [42].
A vulnerability assessment is a process that defines, identifies, classifies and prioritizes vulnerabilities in a network,
infrastructure and computer. It includes the following steps.
Defining network or system resources: The Common
Platform Enumeration (CPE) [41] is a standard that allows
defining vulnerable IT products and platforms by providing a
machine-readable format for encoding names.
Identifying and classifying vulnerabilities: The Common
Vulnerability Enumeration (CVE) and Common Weaknesses
Enumeration (CWE) gives a standard dictionary and classification for publicly known cyber security vulnerabilities and
weaknesses respectively [41].
Prioritizing or assigning relative levels of importance to
vulnerabilities: Vulnerabilities and Weakness levels are evaluated according to various metrics such as impact, environmental, temporal, attack surface and exploitability. The
Common Vulnerability Scoring System (CVSS) and Common
Weaknesses Scoring System (CWSS) are standards [41] that
provide consistent and flexible mechanisms, to prioritize vulnerability and weakness risks respectively.
E. Cyber Attack Classification
MITRE’s Adversarial Tactics, Techniques, and Common
Knowledge (ATT&CK) describes cyber attacks’ life cycle in 7
steps: Reconnaissance, Weaponization, Delivery, Exploitation,
Control, Execution and Maintain (see Fig. 2). During the attack
process, an attacker usually looks for unknown vulnerabilities
on the target (Reconnaissance), creates remote access malware weapon (e.g., worm, virus) using vulnerabilities found
(Weaponization), transmits the malware weapon (Delivery),
uses the weapon to command and control remotely the victim (Exploit, Control) and executes malicious commands in
the target machine for data ex-filtration and data destruction
(Execution, Maintain).
Cyber-attack classification consists in describing and categorizing attacks using several criteria such as mechanisms,
domains, scenarios, impacts, consequences or effects of attack,
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Fig. 3.

Fig. 2.

Attack cycle.

motivations, skills and knowledge of attacker. Generally, the
classification process is divided into two main steps:
Gathering and structuring cyber attack information:
Standard platform, weakness, vulnerability and malware
information are collected by MITRE’s Common Platform
Enumeration (CPE), Common Weaknesses Enumeration
(CWE), Common Vulnerability Enumeration (CVE) and
Malware Attribute Enumeration and Characterization
(MAEC) [41]. The resulting cyber attack information are
represented in CybOX (Cyber Observable eXpression)
language [41], and structured in STIX (Structured Threat
Information eXpression) language [41] for classification,
analysis, storing and sharing.
Classifying cyber attacks: Once the attack is identified, it
is specified and classified using the Common Attack Pattern
Enumeration and Classification (CAPEC) [41]. CAPEC is
a public dictionary and classification taxonomy of common
attack patterns described in a structured and comprehensive
XML schema. Attack patterns describe attack scenarios (i.e.,
execution flows) in term of phases and steps, attack impact,
attack techniques and motivations.
III. IDS C LASSIFICATION , M ETRICS AND DATASETS
IDS accuracy and performance depend on various properties such as product, type, structure, detection technique, state
awareness, usage frequency, environment and response type.
A. IDS-Centered Classification
In the literature, several types of IDS have been proposed.
These systems can be classified according to different factors
described below (see Fig. 3).
Product: When deciding on IDS products, IT companies
must balance or conduct a trade-off analysis between cost,
performance, essential functionalities and risks. On the market,
IDS products can be divided into three categories, depending on the vendor [43]: commercial-off-the-shelf (COTS)

An IDS-centered classification diagram.

IDS, modifiable-off-the-shelf (MOTS) IDS and governmentof-the-shelf (GOTS) IDS. A COTS IDS is a commercial IDS
product that can be bought in the marketplace and fully
designed for easy installation and interoperability (e.g., IBM
QRadar, LogRhythm, Splunk). While a MOTS IDS is a modifiable COTS IDS product that can be customized by a third
party to meet customer needs (e.g., Snort). Finally, GOTS
IDSs are products developed by government technical staff
or a government-funded external company to meet government requirements and objectives (e.g., CSE AssemblyLine,
U.S.-CERT Einstein).
Type: Most IDSs are categorized in three classes: Networkbased IDS, Host-based IDS and Hybrid IDS (see Section I).
Structure: In a network toplogy, there are three main IDS
classes: centralized IDS, distributed IDS and hybrid IDS (from
a structure point of view). In centralized IDS, agents analyze
network nodes or hosts and generate heterogeneous alerts,
which are sent to a central command and control (C&C)
handler, responsible for aggregating, correlating and making an accurate decision. In a distributed IDS, each agent is
responsible of its node where it analyzes events and triggers
alerts. There are two kinds of distributed IDS: Collaborative
Distributed IDS (CDIDS) and Individual Distributed IDS
also known as standalone IDS. A CDIDS is a system of
IDS agents which collaborate or exchange information (P2P)
together, without necessarily an administrator to detect distributed attacks such as DDoS and worm attacks [44]. A
standalone IDS is limited to the monitored node and cannot
take advantage of the other nodes to make accurate decisions.
A hybrid IDS combines both centralized and distributed IDS
in big network topologies.
Detection technique: There are three IDS classes:
Knowledge-based IDS also known as Signature or Misuse,
Anomaly-based IDS also known as Profile or Heuristic, and
Hybrid IDS. A knowledge-based IDS matches attack patterns or signatures to those in its signature database and
triggers alerts whether a match is found. It cannot detect
zero-day attacks but it can accurately detect known attacks.
An anomaly-based IDS builds a normal behaviour profile
of the monitored system and any deviation from the profile is considered as an abnormal activity. An anomaly-based
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IDS can detect zero-day attacks but generates numerous false
positives. Currently, most companies combine both signaturebased and anomaly-based IDSs, known as hybrid IDSs, to
increase accuracy.
State awareness: IDSs can be divided in two categories:
stateful and stateless IDS. A stateful IDS analyzes events and
relates them to past events, usually kept in a state memory for
that purpose. A stateless IDS analyzes an event without taking into account other events. A stateless IDS is less accurate
in detecting Advanced Persistent Threat (APT) or multi-step
attacks than a stateful IDS.
Usage frequency: In term of usage frequency, IDSs can be
classify into two types: offline and online IDS. An offline or
a posteriori IDS analyzes events stored in a database and uses
contextual information to detect abnormal behaviors. While,
an online or on the fly IDS analyzes events in real-time as
they occur.
Environment: Each environment requires an IDS adapted
to its constraints. In Cloud computing, Cloud IDSs can be
deployed on virtual networks, hypervisor and virtual hosts that
have limited resources (e.g., CPU, Memory), often defined by
the provider. In MANET, MANET IDSs should be optimized
for the dynamic network topology and highly constrained
nodes. In big data infrastructures, big data IDSs analyze big
heterogeneous event sources and should be accurate.
Response type: An IDS can also be classified as active
or passive, depending on the action taken when a malicious
activity is detected. Passive IDSs log malicious activities and
trigger notification messages, which may be later consulted by
system administrators. Active IDSs can take immediate action
themselves, for instance reject malicious traffic, close a port.

TABLE II
D ETECTION S YSTEM - E VALUATION M ETRICS

B. Metrics
In the literature, several metrics have been used in recent
work to evaluate IDSs. These metrics measure their accuracy and performance. Table II provides a summary of these
metrics.
Let us consider four well-known parameters [45]: False
Positive (FP) is the number of normal events misclassified
as malicious, False Negative (FN) is the number of malicious
events misclassified as normal, True Positive (TP) is the number of malicious events correctly classified as malicious and
True Negative (TN) is the number of normal events correctly
classified as normal. The number of normal events is denoted
by N and the number of malicious events is denoted by P.
C. Datasets
As cyber attacks evolve, the cybersecurity landscape
changes and the older datasets, usually considered in experiments, may not be relevant for recent security challenges. Nonetheless, well-known DARPA (Defense Advanced
Research Projects Agency) and KDD cup (Knowledge
Discovery in Databases) datasets are still widely used
today [9]. KDD cup 1999 is a data set used for The Third
International Knowledge Discovery and Data Mining Tools
Competition, where the task was to build a predictive model
able to classify normal connections and malicious connections.

It consists of about 5 millions connection records that have 41
features for training and 24 attacks divided in 4 categories [46]:
Probe (information gathering), User to Root (attempting to
access root privilege from an user privilege), Remote to Local
(trying to gain access to an unauthorized network/host from a
remote machine) and DoS (making resources unavailable for
legitimate users). Since, KDD cup 1999 was criticized about
the characteristics of the synthetic data [46]. Firstly, synthetic
data is not representative of existing real networks (network
landscape changes). Secondly, it is not an exact definition of
the attacks (attack behaviours evolve) and redundant records.
Other datasets have been proposed to overcome the KDD
dataset problems. The first one is NSL-KDD provided by the
Information Security Centre of Excellence at the University of
New Brunswick. It is very similar to KDD cup 1999 with new
advantages [46]: no redundant records, i.e., learning models
are not biased by other models which have better detection
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rates, the number of selected records from each difficultylevel group is inversely proportional to the percentage of
records in the original KDD cup, i.e., classification rates of
distinct learning methods vary in a wider range, and the number of records is reasonable, i.e., easy to run experiments
on the entire set without randomly selecting a small portion.
However, NSL-KDD is not a perfect representation of existing
real networks [46].
Real NIDS data sets are private because of confidentiality problems, i.e., they contain sensitive and private data that
cannot be shared in the public domain (e.g., user information,
company information, health records). There exist numerous
other NIDS datasets [47] such as Kyoto, CAIDA, DEFCON,
WAIKATO [48], [49], HTTP CSIC 2010, TUIDS [50], [51],
DDoSTB [52], [53], and USC Ant provided by academic
and governmental institutions. In addition, we have found
some HIDS datasets provided by the University of New
Brunswick (UNB ISCX Android), the University of New
Mexico (UNM datasets/s-tide), the University of New South
Wales (ADFA-LD/WD), the United States Military Academy
(USMA CDX), the Australian Centre for Cyber Security
(UNSW-NB15), Microsoft Malware Classification Challenge,
and Contagio Malware Dump. They offer rich system call
traces of various active processes (malicious, normal) and malware signatures to evaluate HIDSs. We have summarized, in
Table III, well-known NIDS and HIDS datasets for evaluation.
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TABLE III
VALIDATION T ECHNIQUE U SED

IV. R EVIEW AND E VALUATION OF IDS T ECHNIQUES
Improving the accuracy and performance of IDSs remains
an overwhelming problem. To tackle these challenges, multiple
IDS approaches have been proposed in the surveyed papers.
Anomaly-based detection takes advantage of recent AI techniques like Machine Learning (ML), biologically-inspired
systems to accurately identify threatening behavioral patterns.
Knowledge-based detection leverages expert systems, knowledge base systems, multi-agent systems to find meaningful
suspicious signatures. Hybrid detection is increasingly used
and seems getting better results by combining approaches
above in different ways. Hereafter, we structure and present a
dimensional overview of recent work on the aforementioned
detection techniques (see Fig. 4). Tab. IV shows the summary
of papers in different dimensions (domain, architecture, technology) using criteria such as data source or input, technique,
datasets, and output. We also use the notation DR (D) which
denotes the intrusion detection rate, ACC (A) the accuracy
rate, FPR (F) the false positive rate and ROC the Receiver
Operating Characteristic curve area [45]. The ROC area is an
integral number of the function f that takes a FPR in parameter
and returns a TPR.
A. Anomaly-Based Detection Techniques
Anomaly-based detection is a well-known technique, used
to find out behavioral patterns that do not match the normal
behaviour profile of the monitored system. It can be formulated into four essential aspects [54]. The first one is the nature
of input data, defined using a set of categorical, binary or
continuous data instance’s attributes. Another aspect is the

type. Anomalies can be individual (one data instance), contextual (depending on the context) and collective (multiple data
instances). The last aspect is the labeling of data. It consists in
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Some recent detection techniques.

labeling data instances as normal or abnormal, using anomalybased detection approaches. In general, we have three main
approaches described in the following.
(a) Supervised learning: Supervised learning is a machine
learning approach that uses a training (known) dataset of
inputs and their output values to make predictions by trying to
learn a function that correctly predicts the output values for a
new data set. Two well-known examples of this approach are
classification and regression. Supervised learning is a widely
used technique but it has many drawbacks [55]. It needs known
input and output datasets to train, which is not easily applicable in real-world systems, performs well on training datasets
but poorly with new dataset (overfitting), and requires a lot of
computation time for training.
(b) Unsupervised learning: Unsupervised learning [56] is
a machine learning approach that uses datasets consisting
of input data without labeled responses. The well-known
unsupervised learning method is clustering, which targets
homogeneous data clusters such that the most similar data
(aka low similarity distance) belongs to the same cluster.
Inversely, heterogeneous data are separated in different clusters. The clusters are modeled using a measure of similarity
which is defined upon metrics such as Euclidean, Manhattan,
Tchebychev, and probabilistic distance.
(c) Semi-supervised learning: Reference [57] assumes the
desired output values are provided only for a subset of the
training data and the remaining data is unlabeled. Semisupervised learning is more widely applicable than supervised
techniques. Recent hybrid intrusion detection approaches are
semi-supervised by integrating methods like classification and
clustering.
The last aspect is the output of anomaly detection and it contains two elements: labels to assign a label (normal, abnormal)

Fig. 5.

Classification: An Overview.

for each test instance and scores, which is an anomaly degree.
The following sub-sections describe the techniques of the
main approaches mentioned above and recent work using these
techniques.
1) Classification Techniques: Classification [122] is a
supervised approach, applied for categorical output values,
where data can be separated into specific classes (see Fig. 5).
Theory: Let D = {(x1 , y1 ), . . . , (xn , yn )} be a training set
of examples, where each xi ∈ Rd (data) and yi ∈ {−1, 1}
(2 classes), i ∈ {1, . . . , n}. The prediction function is of the
form [123],
y(x , w ) = w T φ(x ) + b
where w = (w1 , . . . , wn−1 )T , φ = (φ1 , . . . , φn−1 )T is a
basis function that can be linear or non-linear, and b is the bias
weight; it has value w0 . There are many choices for the basis
functions. For polynomial regression, φi (x ) = x i . Gaussian
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TABLE IV
E VALUATION OF R ECENT I NTRUSION D ETECTION T ECHNIQUES

basis functions are of the form,



1 x − μi
−
σ
e 2

2

1
φi (x ) = √
2πσ
where μi governs the location of the basis functions in input
space and σ their spacial scale. The optimization problem is

to find an optimal w that minimizes the error ED (w ),
w = arg min
w

n


l (y(xi , w ), yi )

i=1

where l (•, •) is a loss function. The optimal w is obtained,
when the derivative of ED (w ) is null, i.e., ∇ED (w ) = 0.
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There are numerous classification methods including Support
Vector Machines, Artificial Neural Networks, Naive Bayes,
and Decision Trees.
a) Support vector machine: Support Vector Machines
(SVMs) [124] are maximum margin linear classifiers formally
defined by separating hyperplanes. For a given labeled training data set, the SVM algorithm outputs an optimal hyperplane
able to classify a new data set. However, SVMs take a long
time for training when the dataset is very large [125].
Theory: SVMs rely on the concept of linear separators that
divides a set of examples into classes [123], [126]. D is linear
separable if there exists a halfspace, (w, b), such that yi =
sign(w T φ(xi ) + b), ∀i . In other words, the condition can be
rewritten as follows,
∀i ∈ {1, . . . , n}, yi (w T φ(xi ) + b) > 0
This condition involves multiple solutions that depend on
the arbitrary initial values chosen for (w, b) and classify training datasets exactly. As there are multiple solutions, SVMs
use the concept of margin. The margins of the separator is
the distance between support vectors. Support vectors are the
examples closest to the separators. The margin is given by the
perpendicular distance (ri ) to the closest point xi from the data
set,
y (w T φ(xi ) + b)
ri = i
||w ||
The optimization problem of the parameters (w, b) to
maximize the margin is defined by
arg max min ri
w ,b

i

This problem can be reformulated into a much simpler one
by assuming that ri .||w || >= 1. This one is to maximize
1/||w ||, i.e., minimize ||w ||2 and it is given by
arg min
w ,b

1
||w ||2
2

which is a quadratic problem. However, this approach assumes
that training sets are linearly separable which is not always the
case. To deal with non-linear separable training sets, relaxation variables (slack variables) denoted ξi (ξi ≥ 0) allow
the constraint ri .||w || >= 1 to be violated. The constraint is
then reformulated to ri .||w || >= 1 − ξi and the optimization
problem is of the form,


n

1
2
||w || + C
arg min
ξi
2
w ,b,ξ
i=1

where C > 0 handles the trade-off between the slack variable
penalty and the margin.
Review: In cloud computing, Watson et al. [91] introduced
an online cloud anomaly detection approach based on the oneclass SVM. The authors evaluated the effectiveness of their
approach using a controlled cloud testbed built on KVM hypervisors (under Linux). In the cloud testbed, they simulated DoS
attacks and recent malware samples like Kelihos and multiple
variants of Zeus. The proposed model was able to detect these
attacks with a DR over 90%.

In Cloud computing, Al-Rubaie and Chang [58] proposed
a SVM-based attack reconstruction model to gain access to
users’ accounts on Active Authentication (AA) Systems. The
system under attack consisted of an AA server for biometric
authentication and a client app to gain access to the cloud
services (System Model). An attacker used the client app to
access victim’s cloud data (Adversary model). During biometric authentication, the authors extracted feature vectors
of the system such as Location, Shape, Time, and Pressure.
Afterwards, the authors reconstructed raw gesture data from
the user’s authentication profiles (full-profile attack) and the
decision value returned by SVM sample testing. The reconstruction was based on a numerical algorithm that estimates the
original raw data from summary statistics in the feature vector
using SVMs and a randomized algorithm that adds Gaussian
noise on data and generates randomized raw data. Through
several experiments, the randomized approach performed well
for attack reconstruction.
In MANETs, Doss et al. [59] combined authenticated
routing-based framework and support vector machine (SVM)
to detect Jelly Fish attacks. The authenticated routing-based
framework relied on a hierarchical trust evaluation of the node
property so that only trusted nodes are selected for route path
construction. A node in MANET can evaluate trust of neighboring nodes using various metrics such as Packet Delay,
Packet Availability and Packet Forwarding. Each has a priority level assigned (High, Low, Medium). With SVM, the
nodes cannot deviate from their expected behavior. When any
change occurs, it is immediately notified and that node leaves
the routing path. The authors validated their approach using
NS2-simulator and two datasets. The first one with category
labels and the second one from MIT Lincoln Lab without
category labels. Through several experiments, the proposed
model was able to detect Jelly Fish attacks and achieved good
performance in terms of throughput (22.67% on average),
packet delivery ratio (13.34% on average), dropped packet
ratio (43% on average) and end-to-end delay (51%).
b) Artificial neural network: An Artificial Neural
Network (ANN) [127] is a computational model inspired from
biological neural networks. It consists of an interconnected
group of artificial neurons and processes information using a
connectionist approach to computation [128]. Basically, the
model has three layers: (a) a layer of input neurons that
receives data from the real world, (b) a hidden layer consisting of various interconnected structures which process the
inputs into something that the output layer can use and (c)
an output layer that sends information directly to the outside
world, to another computer process. ANNs are able to adapt
and learn through back propagation by computing the cost of
paths and adjusting the weight of neurons. However, they can
take a long time to train and are difficult to scale [129].
Theory: There are several ANN types such as feedforward
NNs, self-organizing NNs (e.g., Kohonen network) and temporal NNs (e.g., time-delay NN). We restrict our attention
to feedforward NNs. A feedforward NN [126] is a directed
acyclic graph G = (V, E), where V are neurons and E are
edges, with a weight function over the edges, w : E → R.
A neuron is represented by a scalar function f : R → R,
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also called the activation function of the neuron. f can be an
identity function, i.e., f (•) = 1[•>0] , a sign function, i.e.,
f (•) = sign(•), sigmoid functions (e.g., f (•) = 1/(1 + e −• ),
f (•) = tanh(•)), or a non-saturation function, i.e., f (•) =
max(0, •). A basic feedforward NN has three layers: an input
layer, a hidden layer and an output layer. In the input layer,
given n input variables (xi )i∈{1,...,n} , n linear combinations
of variables are made, in the form [123],
cj =

n


(1)

wji (1) φi (xi ) + wj 0

i=1

where j ∈ {1, . . . , p}, p is the number of linear combination of the input layer, cj are activations, φi (xi ) = xi as it
is a linear combination, wji (1) are weights of the first layer,
and wj 0 (1) are biases of the first layer. In the hidden layer,
cj are transformed using non linear activation function f and
it returns hidden units dj , i.e., dj = f (cj ). dj are linearly
combined to obtain output unit activations ck of the form,
ck =

p

j =1

(2)

wkj (2) dj + wk 0

where k ∈ {1, . . . , m}, m is the number of outputs, wkj (2) are
(2)

weights of the second layer and wk 0 are biases of the second
layer. Each ck is transformed using a sigmoid activation function σ, such that yk (x , w ) = σ(ck ). The overall NN function
is given by




p
n
(1)
(2)
(2)
(1)
yk (x , w ) = σ
wkj f
wji φi (x ) + wj 0 + wk 0
j =1

i=1

For m separate binary classifications, each output k is a
binary class label yk ∈ {−1, 1}, k ∈ {1, . . . , m}. The probability that a given input xi is in the first class is given by
yk (xi , w ). Otherwise, it is given by 1 − yk (xi , w ). If the class
labels are independent, given the input vector, the error ED (w )
is of the form,
ED (w ) = −

n 
m


yik ln(yk (xi , w ))

i=1 k =1

+ (1 − yik ) ln(1 − yk (xi , w ))
and denotes the cross entropy, i.e., the negative logarithm
of the conditional distribution of the targets. For a multiclass classification problem, each input xi is assigned to one
of m exclusive classes. The probability that xi is in the
class k (the softmax function) is defined by yk (xi , w ) =
cl (xi ,w ) . The cross entropy E (w ) is
e ck (xi ,w ) / m
D
l=1 e
given by
ED (w ) =

n

i=1

Ei (w ) = −

m
n 


yki ln yk (xi , w ).

i=1 k =1

Review: In MANETs, Sadiq et al. [60] proposed an ANN
modified with a PSO-based heuristic algorithm to detect Smurf
and Neptune attacks. The PSO-based heuristic algorithm is
inspired by magnetic field theory in physics that deals with
attraction between particles scattered in the search space.
Each magnetic particle has a measure of mass and magnetic

field due to its fitness. The acceptable magnetic particles are
those with the higher mass and higher magnetic field. The
hybrid model consisted of three main entities: default gateway,
network flow collector (server), and the ANN analyzer. In the
training phase, the authors used the information gain as feature
selection and trained the ANN classifier using the KDD cup99
dataset. Through experiments, the proposed model achieved a
high DR of 99.5%.
In Medical Healthcare Systems, Barni et al. proposed
a secure ANN-based ECG (Electrocardiogram) processing
approach that encrypts patient data and classifies ECG diseases
such as Normal Sinus Rythm, Atrial Premature Contraction,
and Ventricular Tachycardia. Upon starting, ECG signals are
preprocessed and autoregressive features (e.g., heart rate, peakto-peak) are extracted from ingoing heart beats and encrypted.
The ANN-classifier is then trained using the encrypted features. During training, the ANN-classifier securely decrypts
features and the model is trained using the LevenbergMarquardt learning algorithm [130]. Next, a Decision Tree
is applied on outputs for medical diagnosis. Overall, the
proposed model was able to classify diseases with a high accuracy larger than 86.30% and preserve the security of patient
data.
Saied et al. [131] implemented an ANN-based IDS to
detect known and unknown DDoS attacks. The authors generated datasets, using a realistic corporate safe environment
where they launched different UDP, ICMP and TCP DDoS
attacks while normal traffic was flowing through the network.
The datasets were organized and structured in a qualified
Java Neural Network Simulator (JNNS) format to train the
ANN model. Afterwards, they evaluated their approach in
two phases. Firstly, the authors integrated the model in Snort
(Snort-AI) and tested it on known and unknown DDoS traffic. They were able to achieve an ACC of 98% than existing
NIDSs like Snort. Secondly, the authors tested their model
using old datasets (attacks between 2000 and 2003) and new
datasets (attacks between 2000 and 2013). They achieved an
average ACC of 95% (unknown DDoS) and 100% (known
DDoS).
c) Naive bayes classifier: A Naive Bayes classifier [132]
is a classification algorithm for two-class (binary) and multiclass classification problems. It is based on the Bayesian
theorem with an assumption of independence among predictors [133], by assuming that the presence of a particular feature
in a class is unrelated to the presence of any other feature.
Theory: The Naive Bayes classifier relies on the Bayes
theorem. Let us assume m classes c1 , c2 , . . . , cm and a new
example xi . The classifier assigns xi to the class cj , when cj
has the highest posterior probability conditioned on xi ,
P (cj |xi ) > P (ck |xi )
for all k ∈ {1, . . . , m} and k = j . The classification problem
consists in maximizing P (cj |xi ). Given the Bayes theorem,
we have
cj = arg max P (cj |xi )
cj

= arg max
cj

P (xi |cj )P (cj )
P (xi )
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where P (xi ) remains constant for all classes, P (cj ) = nj /n,
i.e., the number nj of occurrences of cj over the size n of the
training set, and P (xi |cj ) is estimated from the training set.
For example, if P (xi |cj ) is Gaussian,

P (xi |cj ) = √

1
e
2πσcj

−

x − μcj
2σcj 2

2

where σcj (variance) and μcj (mean) are computed from all
occurrences of cj in the training set. P (xi ) being constant,
only P (xi |cj )P (cj ) should be maximized,

We restrict to the binary classification, i.e., C = {0, 1} and
D = Rd . At each node from the root to leaf path, the successor
child is based on splitting rules or one of features of x. A
splitting basis could be a threshold function,

1 if xi  γ
1[x  γ] =
i
0 else
where γ ∈ R is the threshold and xi (i ∈ {d }) is the most
relevant feature of x. Another splitting basis could be decision rules Rk of the form IF-THEN with the semantic below
(premiss/conclusion).

cj = arg max P (xi |cj )P (cj )
cj

Let us assume n conditionally-independent examples
x1 , . . . , xn that we want to predict if they are in the class cj .
The classification problem is given by
cj = arg max P x1 , . . . , xn |cj P cj
cj

= arg max
cj

n

i=1

P xi |cj P cj

n
as P (x1 , . . . , xn ) =
i=1 P (xi ) remains constant for all
classes.
Review: Swarnkar and Hubballi [134] proposed a content
anomaly detection approach (OCPAD) based on an one-class
Multinomial Naive Bayes classifier for identifying suspicious payload contents (HTTP attacks) in network packets.
The OCPAD model is trained using the likelihood of each
sequence’s occurrence in a payload of known non-malicious
packets. The authors stored the likelihood range of these
sequence’s occurrences (generated by OCPAD) in a probability tree structure, which is used to classify new payload
contents as normal or malicious. In the testing phase, they
used an academic dataset of one million HTTP packets and
achieved good performance than other methods, with a high
DR (up to 100%) and a low FPR (less than 0.6%).
In IoT, Pajouh et al. [62] proposed a classification model
that consists of two components. The first one uses component
analysis and linear discriminate analysis for dimension reduction. The second one combines Naive Bayes and K-Nearest
Neighbor to detect DoS, Probe, U2R and R2L attacks. In the
training phase, the model is trained and tested using the KDD
cup99 dataset. As a result, the proposed model achieved a high
DR of 84.84% and a low FPR of 5.21% on average.
d) Decision tree: A Decision Tree (DT) [135] is a nonparametric supervised learning method used for classification
and regression. It is a set of splitting decision rules used to
segment the predictor space into a number of simple regions.
DTs are known to be accurate because their cost is logarithmic
in the number of samples used to train the model. However, DT
learners can create over-complex trees that do not generalize
the data well (overfitting) [136]. It becomes necessary to set
the maximum depth of the tree and the minimum number of
samples required at a leaf node (pruning) [136].
Theory: A DT [126] is a prediction function, D → C, that
predicts the label c ∈ C associated with an example x ∈ D.

Rk

x1  γ1 , . . . , xd  γd
c

where x1 , . . . , xd are features of x, γ1 , . . . , γd are thresholds
and c the label assigned to x. Note that rule conditions could
rely on strings instead of reals, i.e., x ∈ Σd , γ ∈ Σ where Σ
is an alphabet.
To build a decision tree, the algorithm ID3 (Iterative
Dichotomizer 3) is often used. ID3 begins from the root
and assigns it a label based on a majority vote among all
labels over the dataset. Iteratively, from the root to childs,
ID3 measures the information gain that quantifies the effect
of splitting children. The information gain G(D, x ) is based
on the decrease in entropy after the dataset D is split on one
attribute xi of x. It is defined by
G(D, x ) = H [D] −


xi ∈x

P (xi )H [xi ]

where H [D] = x ∈D −P (x ) log2 (P (x )) is the entropy on
the overall dataset such that P (x ) the probability of occurrences of x in D, P (xi ) the probability of occurrences of xi
in x, and H [xi ] is the entropy on the feature xi of x.
Amon all possible splits, ID3 chooses the one with the
largest information gain as the decision node, divides the
dataset again using a splitting basis and repeats the same
process recursively until all the examples are classified.
Review: In Smart Grids, Adhikari et al. [63] proposed
an intrusion detection model based on Hoeffding adaptive
trees [137] augmented with the drift detection method [138]
and adaptive windowing [139] for the binary-class or multiclass classification of power system contengencies and
cyber-attacks. The authors trained the model using a dataset
containing 45 classes of cyber-power contingencies. After
tests, the proposed model achieved a high ACC greater than
98% for binary-class and 94% for multi-class classification.
In ZigBee, Patel et al. [64] proposed a DT-based approach
that relies on non-parametric Random Forest (RndF) and
Multi-Class AdaBoost (MCA) ensemble classifiers to enhance
Radio Frequency-Distinct Native Attribute (RF-DNA) fingerprinting in ZigBee device authentication. In the training
phase, the authors used a pre-classification KolmogorovSmirnoff Test (KS-Test), a post-classification RndF feature
relevance ranking, and a Generalized Relevance Learning
Vector Quantization-Improved (GRLVQI) feature relevance
ranking [140] for dimensional reduction. Through several tests,
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independent,
P (y1 , . . . , yn |x1 , . . . , xn , w )
=
P
(y
|x
,
w
).
By
assuming
examples
are
Gaussian
i
i
i=1
(i.e., P (yi |xi , w ) = N (yi |y(xi , w ), σ 2 )), the optimization
problem is given by the expression,

are
n

w = arg max P (y|x , w )
w

= arg max
w

n


√

i=1

1
2πσ


2
1 yi − y(xi , w )
−
σ
e 2

when we apply a logarithm function, the optimization problem
takes the form,
Fig. 6.

Regression: An Overview.

w = arg min
w

the proposed model achieved a higher DR of 90% on a benchmark and correctly rejected 31 of 36 rogue access attempts in
ZigBee devices.
In RFIDs, Bu et al. [65] uses breadth first tree traversal
to detect cloning attacks and unreconciled collisions in large
anonymous RFID systems. Three protocols where proposed
such as BASE, DeClone and DeClone+ for probabilistic and
deterministic clone detection. Through simulations, DeClone+
offered a faster clone detection when the clone ratio was high.
Kevric et al. [95] proposed a hybrid classifier model that
used the random tree and NBTree algorithms to classify
the simulated network traffic as normal or malicious. They
trained and tested the hybrid classifier model using the NSLKDD dataset. Through the experiments, the authors were
able to achieve a high ACC of 89.24% than other individual
classifiers.
2) Regression-Based Techniques: Regression [141] is a
supervised statistical approach used for continuous output values given continuous and/or categorical predictors. Regression
models can be divided in three main categories [123]: linear
regression, nonlinear regression and generalized linear models.
Linear regression [142] models the relationship between two
variables x (explanatory variable) and y (dependent variable)
by fitting a linear equation to observed data. While, non-linear
regression models the relationship between the two variables
by fitting a nonlinear equation to observed data (see Fig. 6).
Generalized linear models [143] are extensions of previous
regression models where the dependent variable y can be any
member of a set of distributions called the exponential family
(e.g., Normal, Poisson, Binomial). Most known examples are
Logistic Regression (Logit) and Poisson Regression.
Theory: Let us consider the prediction function in
Sect. IV-A1. For linear regression, given an example x, φ(x ) =
x and the prediction function takes the form,
y(w , x ) = w T x + b
where x = (x1 , . . . , xn )T , w = (w1 , . . . , wn )T are weights,
and b = w0 the bias. The optimization problem is to find
optimal w that minimize the error ED (w ). ED (w ) can be
deduced using the maximum likelihood or the maximum
posterior. The maximum likelihood assumes that y are known
and w are unknown. It maximizes the conditional probability
P (y|x , w ) = P (y1 , . . . , yn |x1 , . . . , xn , w ). If (xi , yi )1≤i≤n

n

(yi − y(xi , w ))2
2
i=1



ED (w )

The maximum posterior consists in maximizing the
conditional probability P (w |x , y), i.e., maximizing
P (y|x , w ).P (w ) (Bayes theorem) as P (x , y) is constant
for w. Following the same process below, the optimization
problem is given by
w = arg min
w

n

w .w T
(yi − y(xi , w ))2
+λ
2
2
i=1



ED (w )

where λ is the regularization parameter depending of σ 2 .
It is arbitrarily fixed or randomly-chosen during the crossvalidation. For non-linear regression, φ(x ) is non linear. The
prediction function is given by the expression,
y(w , x ) = w T φ(x ) + b = W T φ̃(x )
=
where W
=
(b, w1 , . . . , wn )T and φ̃(x )
T
For
instance,
φ̃(x )
=
(1, φ1 (x ), . . . , φn (x )) .
(1, x 1 , x 2 , . . . , x n )T in the case of the polynomial regression.
Generically, the optimization problem (maximum posterior)
can be rewritten as follows,

2
n
yi − W T φ̃(xi )

W .W T
+λ
W = arg min
.
2
2
W
i=0



ED (W )

Review: In Smart Grids, Yip et al. [116] designed two linear regression-based algorithms to study consumers’ energy
utilization behaviour, in order to detect energy theft (frauds)
and defective smart meters. The authors introduced, in the
model, indicators of energy theft, i.e., detection coefficients
(e.g., if indicator = 0 then “normal utilization” else “energy
theft”), and categorical variables to identify the periods and
locations of energy frauds and faulty smart meters. Simulations
showed that the proposed approach successfully detected all
the fraudulent consumers.
In power systems, Zhang et al. [66] proposed a multiple
linear regression (MLR) classification model to identify false
data injection (FDI) attacks. The attack model is based on the
attacker’s knowledge and capability by the assumption that
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the quadratic function [123],
n 
k


Iij ||xi − μj ||2

i=1 j =1

where Iij has value 1 when xi is assigned to cluster j (i.e.,
j = arg minj ||xi − μj ||2 ) and 0 otherwise. The cluster center
μj is given by
μj =

Fig. 7.

Clustering: An Overview.

the attacker has perfect knowledge of the topology/historical
load data and also has enough historical data to perform
MLR. The MLR model learns relationships from the external network and the attacker sub-network using the power
transfer distribution factor (PTDF) matrix. The PTDF matrix
captures all effects in the external network through the pseudoboundary injections. The MLR model also used DC optimal
power flow (OPF) features such as power balance, thermal
limit, and generation limit constraints only in the outside
area. In the testing phase, the model was evaluated using
the IEEE 24-bus RTS and IEEE 118-bus systems. As a
result, the attacker can overload transmission lines with the
proposed model.
3) Clustering Techniques: Clustering [144] is an unsupervised learning approach that partitions unlabeled data into
groups in order to understand their structure (see Fig. 7). There
are many clustering techniques such as k-Means clustering,
graph-based clustering, hierarchical clustering, density-based
clustering. Most have many applications in biomedical, finance
and industry. However, they still have some problems in
terms of parameter setting, executing efficiency and clustering capabilities such as low efficiency, algorithm complexity
and noise-removing difficulty [145].
Clustering considers a long sequence of examples D =
{x1 , x2 , . . . , xN } without their targets. The aim consists in
minimizing the distance between similar examples and maximizing the distance between dissimilar examples. The distance
is a symmetric function d : D × D → R+ , such that
d (x , x ) = 0, ∀x ∈ D. Given an input parameter k, Clustering
partitions D into k-clusters.
The set of clusters {C1 , . . . , Ck }

is defined such that ki=1 Ci = D and ∀i = j , Ci ∩Cj = ∅. In
soft clustering, a probability pi (x ) is assigned to each example x ∈ D, where pi (x ) is the probability that x belongs to
cluster Ci .
a) K-Means clustering: K-mean clustering is an unsupervised learning method that partitions data into k clusters,
represented by their centers. The center of each cluster k is
caelculated as the mean of all the instances belonging to that
cluster.
Theory: Given an input parameter k and p-examples
x1 , x2 , . . . , xn ∈ D (n ≤ N ), K-means clustering consists
in finding k cluster centers μ1 , μ2 , . . . , μk ∈ D that minimize

n
i=1 Iij xi
n
i=1 Iij

where ni=1 Iij is the number of points assigned to cluster j.
Review: In Big Data, Peng et al. [67] proposed a clustering method for IDS based on Mini Batch K-means combined
with principal component analysis to detect complex attacks.
The proposed approach has two main steps: Preprocessing and
Detection. The first one digitizes and normalizes strings in the
dataset by using replace function. Next, a principal component
analysis (PCA) method is applied on processed data to reduce
their dimensionality and the results is forwarded to the Mini
Batch Kmeans clustering model for intrusion detection. The
authors evaluated their approach using the KDDCUP99 dataset
and compared Kmeans, Kmeans with PCA, single Mini Batch
Kmeans. As a result, the model is effective and efficient (very
low clustering time).
b) Graph-based clustering (GBC): It is a method that
uses graphs to produce clusters. A GBC is divided in two
categories [146]: between-graph (full) clustering that partitions
a set of graphs into different clusters, and within-graph (single)
that divides the nodes of a graph into clusters.
Theory: A sequence of data x1 , . . . , xn ∈ D is represented
in a graph structure G = (V , E ), V are vertices and E are
edges with weights. There are many graph structures such as
k-nearest neighbor (kNN) and spanning trees. A spanning tree
ST = (V  , E  ) is a tree that contains all the vertices of the
graph G. A minimum spanning tree MST [147] is a spanning tree with the smallest total weight. A k-MST
is a graph

consisting of k MSTs such that k-MST= ki=1 MSTi . The
k-MST-based clustering partitions G into k MSTs to achieve
clusters. It relies on the weight of an edge of G and iteratively
removes the edges of the biggest weight until a partition of
G is achieved. In spite of removing edges, other mechanisms
such as split-and-merge could be used [148]. During splitting,
initial cluster centers are generated from the k-MST graph and
K-means clustering is applied to achieve a partition. Each partition is adjusted so that it belongs to a sub-tree of the MST.
During merging, the clusters in partition are combined using
a merge criteria to produce large clusters. The merge criteria
depends on the degree of information in the MST [148]. It
could be to select vertices vi ∈ V with maximum/minimum
degree.
Review: In Big Data, Chowdhury et al. [68] proposed a
graph-based clustering method that used self-organizing map
clustering and topology features of graph nodes (i.e., clustering
coefficient, degree, weight, node betweenness) to efficiently
detect botnets. In the testing phase, the authors evaluated
their approach using NetFlow features in the CTU-13 dataset.
Results shown that the proposed model was able to isolate
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bots in clusters of small sizes while containing the majority
of normal nodes in the same big cluster.
c) Hierarchical-based clustering: Reference [149] is a
clustering method which outputs a hierarchy (structure) that
is more informative than the unstructured set of clusters
returned by other clustering methods. The method constructs
the clusters by recursively partitioning the examples in either a
top-down or bottom-up fashion [146]. In recent papers, many
papers [69], [107] have integrated hierarchical clustering in
different ways.
Theory: Hierarchical clustering relies on two main parameters [150]; the distance between clusters D : D × D → R+
and the stopping criterion θ as clusters going large when examples are recursively partitioned. Let Ci ⊆ D and Cj ⊆ D be
two clusters. The distance D(Ci , Cj ) can be computed using
a single-linkage, average-linkage, and complete-linkage. In
single-linkage, D is the minimum distance between examples
of the two clusters and it is of the form,
D(Ci , Cj ) =

min

x ∈Ci ,y∈Cj

d (x , y)

The average-linkage assumes that D is the average distance
between each cluster example,

1
d (x , y)
D(Ci , Cj ) =
|Ci ||Cj |
x ∈Ci ,y∈Cj

In complete-linkage, D is the maximum distance between
examples of the two clusters,
D(Ci , Cj ) =

max

x ∈Ci ,y∈Cj

d (x , y).

Review: In Cognitive Radio WSNs, Rina et al. [69]
developed a model based on K-medoids clustering and
agglomerative hierarchical clustering to identify spectrum
sensing data falsification attack. In this attack, a node falsifies
its local sensing report before sending it to the fusion center.
The goal being to damage the final sensing decision of the
fusion center. Through numerical simulations, the proposed
model was able to detect and isolate malicious nodes using
the collection reports at the fusion center.
In Big Data, Parwez et al. [107] implemented a big data
analytic model that combined k-means and hierarchical clustering methods to analyze users’ mobile network data. The
authors tested the model and compared the obtained results,
i.e., detected anomalies with truth information in hand to identify regions of interest in the network, i.e., specific behaviours
like faults, user-anomalies and malicious activities. After that,
they used these abnormal behaviours and normal data to show
the impact of anomalies in data while training intelligent
models.
d) Density-based clustering: Is a clustering approach
where the dataset that belongs to each dense region (cluster) is drawn from a specific probability distribution [146].
An example of density-based clustering is DBSCAN (densitybased spatial clustering of applications with noise) [151]. A
DBSCAN discovers clusters of arbitrary shapes, in large spatial databases, by searching the neighborhood of each object
in the database and checks whether it contains more than the
minimum number of objects [146].

Theory: A density-based clustering [152], [153] assumes
that the neighbourhood of a given radius ( > 0) should
contain a minimum number of m examples. Given an example x ∈ D, the density of the neighbourhood denoted N (x )
should exceed some threshold and it is given by
N (x ) = {y ∈ D, d (x , y) ≤ }
In a cluster, an example x follows three properties:
directly density-reachability, density-reachability, and densityconnectivity. x is directly density-reachable from an example y
w.r.t. and m if x ∈ N (y) and N (y) ≥ m. Moreover, x is
density-reachable from an example y w.r.t. and m if there is
a sequence of examples x1 , . . . , xn with x1 = y, xn = x such
that xi+1 is directly density-reachable from xi . In addition, x
is density-connected from an example y w.r.t. and m if there
is an example z such that x and y are density-reachable from z
w.r.t. and m.
Review: Zhang et al. [70] developed an IDS approach
that used density peak clustering with support vector data
description (SVDD), able to process high-dimensional data
with non-uniform density and identify network intrusion. The
proposed approach has five steps. The first step consists in
generating training and test sample set using KDD cup99
and UCI datasets. The second one performs the cutoff distance optimization based on the adjusted silhouette coefficient
and outputs the best cutoff distance. The third one used the
best cutoff distance to achieve clustering on training samples
(k-clusters) using density peak clustering. The fourth step uses
an improved Particle Swarm Optimization to optimize parameter for the next step. This one uses optimized parameters to
train the support vector data description and produce k subhyper spheres. After several tests, the proposed model achieved
a high F-score of 90.9% on average with the UCI dataset, a
high Detection Rate of 95.2% and F-score greater than 87%
on average with the KDD cup99 dataset.
4) Evolutionary Computing and Swarm Intelligence
Techniques: Evolutionary computing (EC) [154] is an
advanced area which studies and designs biologically-inspired
algorithms (e.g., gene reproduction). Swarm intelligence
takes inspiration from the social behaviors of insects and
other animals to solve problems. EC methods perform
optimizations and learning tasks with abilities to evolve for
complex problems. The basis cycle of EC methods consists
of 4 main steps [154] (see Fig. 8).
Populating: EC methods maintain a whole collection of candidate solutions (populations) simultaneously, to optimize and
learn the problem. Basically, they create an initial population
of individuals. An individual is a solution in a population. In
genetics, an individual has its gene representation called its
code.
Evaluation: EC methods compute the objective values of
the individuals for preparing the fitness process.
Fitness and selection: EC methods use objective values to
determine the fitness. The fittest individuals are then selected
for the reproduction.
Reproduction: Individuals will undergo a number of variation operations (e.g., genetic mutation/crossover) to mimic
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f (s ∗ ) ≤ f (s), for all s ∈ S . Each solution s should satisfy
the constraints ω ∈ Ω.
A generic ACO algorithm is described below. ACO algorithm starts by initializing all pheromone values to a constant
value c > 0. Next, it probabilistically constructs solutions
using heuristic information and transition probabilities. If valid
solutions are found, a local search is applied to improve the
solutions constructed by ants. Then, a pheromone value update
rule is applied to increase the pheromone values from high
quality solutions as follows,
j

j

τi ← (1 − λ).τi + λ.
Fig. 8.

Evolutionary computing cycle.

biological changes (e.g., genetic gene changes), which is necessary for the solution space. As a result, new individuals are
then created and reused for the evaluation process.
In recent years, EC and swarm intelligence were successfully applied in various domains like engineering, medicine
and transportation. Nonetheless, they may have some limitations [155]: (a) cannot guarantee finding the optimum
solution in a finite amount of time, (b) need to tune various search parameters without proper guidance on how to
set them for unknown problems, and (c) utilize too much
exploration (computationally expensive) due to the use of
the population-based search approach (greedy heuristic). Most
known EC and swarm intelligence algorithms include Ant
Colony Optimization (ACO), Artificial Bee Colony (ABO),
Gravitational Search Algorithm (GSA), Genetic algorithm
(GA), Memetic algorithm (MA), Particle Swarm Optimization
(PSO), Self-organizing maps (SOM), Artificial Immune
System (AIS), Cuckoo Search (CS) and Firefly algorithms.
a) Ant colony optimization (ACO): An ACO [156] is a
meta-heuristic concept inspired from the foraging behavior of
some ant species. Ants deposit pheromone on the ground in
order to mark some favorable path that should be followed by
other members of the colony. ACO exploits a similar mechanism to solve optimization problems. In recent years, an
ACO has been successfully applied to improve the intrusion
detection process in a target environment.
Theory: ACOs was introduced [156] to solve combinatorial
optimization problems. A combinatorial optimization problem
COP is defined by the tuple S, f , where S is the search
space, i.e., a finite set of solutions and f : S → R+ is the
objective function that assigns a positive cost value to each
of the solutions, the goal being to find a solution with the
minimal cost. An ACO is a stochastic COP that relies on the
concept of pheromone model. A pheromone model is a vector T of pheromone trail parameters Ti that have pheromone
values τi . An ACO model is the 3-tuple S , Ω, f  where
the solution space S is defined over a set of n pheromone
|T |
j
trail parameters Ti ∈ T = {Ti1 , . . . , Ti } with values
|D |
τij ∈ Di = {τi1 , . . . , τi i }, i ∈ {1, . . . , n}. An instantiation
of a pheromone trail parameter is the assignment of a value
τij to a pheromone trail parameter Tij , i.e., Tij = τij . A globally optimal solution s ∗ ∈ S ∗ ⊆ S satisfies the property



F (s)

s∈Supd

where Supd ⊆ S is the input solutions to update, λ is the
evaporation rate that uniformly decreases all the pheromone
values, and F : S → R is a function such that f (s1 ) <
f (s2 ) ⇒ F (s1 ) ≥ F (s2 ) for all s1 = s2 ∈ S . All the process
below is repeated until the optimal solution s ∗ is found.
Review: In VANETs, Eiza et al. [71] developed a secure and
reliable multi-constrained QoS aware routing approach based
on Ant Colony Optimisation. The proposed approach computed feasible routes subject to multiple QoS constraints and
considered the topological properties of VANETs including
variable communication link quality and frequent link breakages. While searching for feasible routes, ants selected their
next hop when they arrived at intermediate nodes using state
transition rules. Note that ants only traversed more reliable
links to avoid traversing vulnerable links that are highly prone
to breakage. A level of pheromone was associated to communication links between vehicles. When a vehicle received
routing control messages, it used the received information to
assign a pheromone value to each link w.r.t. QoS constraints.
In the testing phase, the authors used the OMNET++ 4.3
network simulator. The proposed model achieved a high packet
delivery ratio and efficiently identified feasible routes.
Recently, Botes et al. [157] used an ACO-based decision
tree classifier called Ant Tree Miner (AMT) to classify the
dynamic behaviour of attacks as normal or abnormal. In the
training phase, the authors train the AMT model with 20% of
the NSL-KDD training dataset. In the testing phase, the AMT
model has been evaluated using the NSL-KDD Test-21 dataset
(records with difficulty of 21) [46] and outperformed the
J48 Decision Tree classifier by 3% in detecting DoS attacks.
Moreover, the FPR was reduced to 0% using the AMT model.
Varma et al. [158] combine ACO and Fuzzy entropy algorithms to search the best smallest network traffic features,
which can be used to detect different type of real-time intrusion attacks like DDoS, account hijacking and probe. To
evaluate the selected features, the authors run different classifiers (J48, Random Tree or Forest) using Weka tool and two
standard benchmark datasets: Iris and Cleveland. After feature reduction, the model generation time was 37.19% faster
than the full feature dataset and the Random Forest’s accuracy
increased by 0.27%.
b) Artificial bee colony: An Artificial Bee Colony
(ABC) [159] is a swarm-based meta-heuristic technique,
inspired by the intelligent foraging behavior of honey bees.

TIDJON et al.: IDSs: CROSS-DOMAIN OVERVIEW

In ABC, artificial bees fly around in a multidimensional search
space to discover the places of food sources (good solutions
for a given problem) with high nectar amount by changing
food positions (individuals) to find the one (optimal solution)
with the highest nectar.
Theory: Let S be the number of food sources (solutions)
around the hive. The optimization problem [160] consists in
finding the maximum nectar amount of the food source at the
position θ ∈ Rd . The nectar amount of the i-th food source
at θi is represented by the objective function F (θi ). Once the
food source is chosen, bees share their information with other
bees (onlookers) within the hive and the ones probabilistically
select one of the food sources. The probability Pi that the
food source located at θi will be chosen by a bee is of the
form,
F (θ )
Pi = S i
j =1 F (θj )
Onlookers go to the location of the food source θi using
their belief Pi and determine a neighbour food source to take
its nectar by moving from position θi (c) to θi (c + 1) where
c is the cycle. The position of the selected neighbour food
source takes the form,
θi (c + 1) = θi (c) ± φi (c)
where i ∈ {1, . . . , |S |}, φi (c) is a randomly produced step to
find a food source with more nectar around θi . If F (θi (c +
1)) > F (θi (c)), the bee goes to the hive, share information to
others and φi (c) ← φi (c + 1) otherwise φi (c) is not changed.
When the food source i cannot be improved, the food source
at φi is abandoned and the bee (scout) search for a new food
source.
Review: In WSNs, Korczynski et al. [72] proposed a
bee-inspired method using DIAMOND to detect ealier distributed attacks such SYN flooding attacks and TCP portscan
activity. DIAMOND is a distributed coordination framework
that builds coordination overlay networks on top of physical networks and dynamically combines direct observations
of traditional localized/centralized network IDS (NIDS) with
knowledge exchanged with other coordinating nodes to automatically detect anomalies of the physical networks. The
authors developed their own prototype communication protocol using OpenFlow and evaluated it using the Mininet 2.0
network emulator. During the testing phase, the network traffic
was captured from the trans-Pacific line and was labelled by
the MAWI working group as anomalous or normal using an
advanced graph-based method that combines responses from
independent anomaly detectors built from principal component
analysis (PCA), the gamma distribution, the Kullback-Leibler
divergence, and the Hough transform. Overall, the proposed
model achieves a high ACC of 94.51%.
In Smart Grids, Yang et al. [73] combined extreme learning
machine (ELM) and ABC methods to identify data injection
attacks. Firstly, an autoencoder was used to reduce the dimensionality of the measurement data. Then, ABC finds optimal
parameters, i.e., number of hidden nodes and input weights.
The optimal parameters are then sent to the ELM classifier for
detection. In the testing phase, the authors used IEEE 118-bus,
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IEEE 14-bus systems and the MATPOWER tool to simulate
the operation of the power network. Overall, the proposed
model gave good results with a medium FPR of 11.06% and
a high DR of 86.8% on average.
c) Gravitational search algorithm: A Gravitational
Search Algorithm (GSA) is a heuristic optimization algorithm
based on the law of gravity and mass interactions [161]. In
GSA, the searcher agents are a collection of masses that
interact with each other using the Newtonian gravity and the
laws of motion. These agents have four parameters [162]:
position, inertial mass, active gravitational mass, and passive
gravitational mass.
Theory: Let us consider n agents acting on the search space
S. The position of an agent i is given by x = (xi1 , . . . , xik , . . . ,
|S |
xi ), i ∈ {1, . . . , n}, where xik is the position of the agent i
in the k-th dimension, and |S | is the dimension of the search
space S. Once the search space is identified, GSA generates
an initial population and evaluates the fitness function for each
agent in the population. First, GSA updates the gravitational
constant G. G has initial value G0 and it is exponentially
reduced in the time to control the search accuracy,
G(t) = G0 e

−λ

t
T

where G0 , λ are constant given during initialization and T the
number of iteration. Let fi : R+ → R be the fitness function
of the agent i and fi (t) the fitness value of the agent i at time t.
For a minimization problem, the worst fitness value w (t) and
the best b(t) are expressed as follows,

b(t) = minj ∈{1,...,n} fj (t)
w (t) = maxj ∈{1,...,n} fj (t)
Given a fitness value of the agent i, GSA updates its gravitational mass mi and inertial mass Mi as follows,
⎧
fi (t) − w (t)
⎪
⎪
⎨ mi (t) =
b(t) − w (t)
m (t)
⎪
⎪ Mi (t) = n i
⎩
j =1 mj (t)
mi and Mi are then used to compute the acceleration γik of the
agent i in time t in the k-th dimension. Then, GSA updates
the agent velocity vik and position xik in time t in the k-th
dimension,
 k
vi (t + 1) = ri .vik (t) + γik (t)
xik (t + 1) = xik (t) + vik (t + 1)
where ri is a random number in the interval [0, 1], γik (t) the
acceleration of the agent i defined by
γik (t) =

n
k
j =1,j =i rj .Fij (t)

Mi (t)

(G0 Mpi Maj )/(dijk )2

where
=
is an external force exerted
by an agent j on an agent i in time t in the k-th dimension, such
that dijk is the distance between the two agents, Mpi and Maj
are respectively the passive gravitational mass of the agent i
and the active gravitational mass of the agent j. GSA repeats
the process below until stopping criteria met.
Fijk
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Review: In WSNs, Dash [74] combined GSAs and ANNs
to detect malicious network traffic. In the training phase, the
ANN model is first trained using a single GSA and next with
a combination of GSA and Particle Swarm Optimization [154]
(GSPSO-ANN). The resulting GS-ANN and GSPSO-ANN
models are then tested using the NSL-KDD dataset and
compared to existing models such as decision trees and
ANNs based on genetic algorithms. The proposed model
achieved a DR of 94.9% for GS-ANN and 98.13% for
GSPSO-ANN.
Bostani and Sheikhan [96] proposed a hybrid feature selection approach using a binary gravitational search algorithm
(BSGA) and mutual information (MI). The proposed method
has two layers of optimization: (a) an outer optimization layer
that uses the BGSA technique to find an optimal feature subset and (b) an inner optimization layer that prunes the feature
dataset to improve the previous layer. The authors evaluated
their model using SVM as a fast binary classifier and tested
it with the NSL-KDD datatset. After experiments, the MIBGSA model outperformed some existing feature selection
approaches with a high ACC (88.362%) and a relatively low
FPR (8.887%).
d) Genetic algorithm: Genetic algorithms (GAs) are
optimization algorithms that repeatedly modify a population
of individual solutions [154]. Individuals have two properties: (a) its location (chromosome composed with genes), and
(b) its quality (fitness value). GAs randomly select individuals from the current population and use them as parents
to produce via crossover and recombination operations, the
children for the next generation [154]. As the generation
cycle is repeated, the population evolves toward an optimal
solution.
Theory: GAs are inspired from behavior of chromosomes.
A chromosome is a string of genes. Each gene stores one
from alleles (a finite number of values). Formally, a chromosome [163] is a string C = c1 c2 · · · cp ∈ Σp , where Σ
is the alphabet and p is the length of the chromosome C.
A chromosome C is similar to another one w.r.t. a schema,
which is the same length than C. A schema is a string
S = s1 s2 · · · sp ∈ (Σ ∪ { })p , where is an empty symbol. C matches a schema S when ci = ∧ ci = si for all
i ∈ {1, . . . , p}. A GA starts by initializing a population S
with n chromosomes C1 , . . . , Cn . Then, GA selects an individual Ci from the population S with above-average fitness
using a probability Ps (Ci ) defined by
Ps (Ci ) =

f (Ci )
n
j =1 f (Cj )

where f : Σp → R is the fitness function. Individuals
with above-average fitness tend to receive low-average fitness.
Next, GA applies a crossover operation on two chromoj
j
somes Ci = c1i · · · cpi and Cj = c1 · · · cq , where p =
|Ci | and q = |Cj |. A simple crossover operation generates
j
j
two offspring chromosomes Ci = c1i · · · cki ck +1 · · · cr and
j
j
Cj = c1 · · · ck cki +1 · · · cri , where k is a random number in
{1, . . . , r − 1} and r is the length of each generated chromosome. After crossover operation, chromosomes are mutated.

The mutation consists in randomly choosing a gene and swapping its value to increase the structural variability of S. The
process below is repeated until a criterion is fulfilled.
Review: Papamartzivanos et al. [97] used GAs and
Decision Trees to generate new accurate detection rules able
to classify common and zero-day attacks. The proposed
system, called Dendron, was evaluated and tested using
three datasets: KDDCup 99 (ACC=98.5%, FPR=0.75%),
NSL-KDD (ACC=97.55%,FPR=1.08%) and UNSW-NB15
(ACC=84.33%,FPR=2.61%). The best result was obtained
using KDDcup99.
Raman et al. [98] proposed a hypergraph-based GA method
(HG-GA) for parameter setting and feature selection in the
SVM method. The authors evaluated their model using NSLKDD and compared it to existing methods such as GASVM, PSO-SVM, BGSA-SVM, Random Forest, and Bayesian
Networks. They achieved good performance with a high DR
(95.32%) and a low FPR (0.83%).
e) Memetic algorithm: A Memetic algorithm (MA) is
a corporative heuristic approach based on a meme [164]
notion in cultural evolution. In MAs, a population of optimizing agents cooperate and complete by communicating with
each other and using different heuristics: approximation algorithms, local search methods or specialized recombination
operators [164].
Theory: A MA relies on the concept of agents that represents a tentative solution for the problem [165]. Let A
be a search space, an agent i is denoted Ai ∈ A. Agents
undergo multiple competition and mutual cooperation operations mimicking the behaviors of living beings from a same
species. First, MA generates a population by selecting agents
based on their goodness. The goodness of an individual is
evaluated using the information from the fitness function
f : A → R. The selection decision is made upon a probability P (Ai ) = f (Ai )/ Aj ∈A f (Aj ). Resulting agents are
sent for reproduction. The reproduction consists in creating
new agents from the older ones. To create new ones, MA
uses recombination operations such as crossovers and cooperation. Afterwards, the agents mutate using local-improvers.
Local improvers start from an initial generated agent A0 ∈ A
and iteratively uses at each step a transition based on the
neighborhood of the current agent Acurr . The transitions going
to preferable agents are accepted (i.e., curr ← i ) when
f (Ai ) < f (Acurr ). The operation terminates by the means of
a criterion.
Review: In WSNs, Chen et al. [75] used a MA model
to maximize sensing coverage while achieving energy efficiency at the same time. This is particularly necessary
for intrusion detection nodes that require a full-coverage
at any time. The proposed approach consisted of a MAbased scheduling strategy and a heuristic recursive algorithm (HRA). In the MA-based scheduling, the MA is used
with a dynamic genetic structure to achieve a consecutive
exploring process and create a maximal number of disjoint sets of sensor nodes. In addition, a sleep schedule
is built for other off-duty nodes to conserve energy by
using the power saving mode of IEEE 802.15.4, such that
only the minimum nodes are active to cooperatively provide
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full coverage without redundancy. On the other hand, the
HRA is used to deal with the dynamic-coverage-maintenance
problem so that the loss of sensing coverage can be
recovered. The authors evaluated their approach using a
WSN testbed and simulations on the MATLAB tool. As
a result, the proposed model was able to maximize sensing coverage while achieving energy efficiency at the
same time.
f) Particle swarm optimization: A Particle Swarm
Optimization (PSO) [166] is a population-based stochastic
optimization method that mimics the ability of a bird flock
to fly synchronously, change directions suddenly, scatter, and
regroup [154]. A PSO uses two main notions: (a) velocity to
describe the movement of birds and (b) particle (in the sense
of physics) to their method. Like GAs, PSOs are initialized
with populations of random solutions and search the optimal
solutions by updating generations. Frequently, PSOs are used
in intrusion detection systems for the selection of the best
features to accurately detect network or host attacks.
Theory: A PSO is initialized with a set of random particles X and searches for optima by updating generations.
For each iteration, the position xi (t) of each particle i is
updated in time t based on its velocity vi (t), the best solution
xibest achieved by the i-th particle (fitness) and the best global
position x gbest in the search space X . Over time, the particle converges/clusters together around one or several optima
through a combination of exploration and exploitation of good
position in X [166]. The velocity vi and the position xi of the
i-th particle is updated as follows,





vi (t + 1) = vi (t) + λ1 ri xibest − xi (t) + λ2 ri x gbest − xi (t)

xi (t + 1) = xi (t) + vi (t)

where vi (t + 1) is the new velocity of the particle i, λ1 and
λ2 are the weighting coefficients for the best and global best
positions respectively, ri is a random number belonging in the
interval [0, 1], xibest is the i-th best position of the particle i,
xi (t) is the i-th position of the particle i, x gbest is the global
best position in X , and xi (t + 1) is the new position of the
particle i. The process below is repeated when a minimum
error criteria is achieved.
Review: Recently, Ali et al. [76] developed a model based
on fast learning network and PSO-based optimization for zeroday attack detection. A fast learning network is a double
parallel forward neural network (DPFNN). A DFNN is defined
such that the re-coded information from the hidden nodes,
along with the information from the input nodes is fed into
the output nodes. A PSO-based optimization selects the best
weight’s values and the number of neurons needed in the hidden layer to achieve better accuracy. The authors trained and
tested their approach using the KDD cup99 dataset. Overall,
the proposed model achieved a high ACC of 99% on average.
Recently, Yi et al. [99] proposed a feature selection
approach that used Particle Swarm Optimization to detect
Java Script malwares. Firstly, the authors used ASTParser
(an abstract syntax tree parser) to extract ASTs in code
fragments of downloaded malwares. After that, AST nodes
are saved as features consisting of two parts: the node’s
structure (e.g., FunctionInvocation) and its content (e.g.,
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XMLHttpDownload). In the training phase, the authors collected 742 malicious and 854 benign scripts using a malicious javascript dataset [167] and VirusTotal public API, and
extracted AST nodes of scripts before applying PSO-based
feature selection on. In the testing phase, the model gave good
results with a high ACC (over 98%).
g) Self-organizing map: A self-organizing map (SOM)
is an unsupervised learning ANN algorithm used to reduce
dimensionality of feature vectors [168]. It has the special
property of effectively creating spatially organized internal
representations of various features of input signals and their
abstractions [168].
Theory: A SOM relies on a set of neurons, represented in
2-D grid to form a discrete topological mapping (sensory-tocortex mapping) of an input space X ⊆ Rd . A weight vector
wi (such that |wi | = d ) is associated to each neuron i. A
SOM algorithm [169] starts by randomly initializing n weights
w1 , . . . , wn of neurons 1, . . . , n. At each time t, given an input
x (t) ∈ X , SOM selects the best matching unit ω(t) as follows,
ω(t) = arg min ||x (t) − wk (t)||2
k ∈K

where K = {1, . . . , n} is a set of neuron indexes. Afterwards,
SOM updates the weight of the solution and its neighbours,
wk (t + 1) = wk (t) + λ(t)φ(ω, k , t)(x (t) − wk (t))
−

||lω −lk ||2

where φ(ω, k , t) = e 2σ(t)2 is a neighbourhood function
and lω , lk denotes the location vectors of neurons ω and k,
respectively. σ(t) is the effective range of the neighbourhood
and λ(t) is the learning rate, randomly chosen within range
[0, 1]. The process below is repeated until SOM converges.
Review: In visual sensor networks, Huang et al. [92] use a
hierarchical version of self-organizing map (HSOM) and pattern learning to detect jamming, node replication, MITM and
DoS attacks. Firstly, the authors developed a traffic model to
describe the dynamic properties of network traffic in VSNs.
Afterwards, they used the model to extract the most relevant features of traffic patterns and fed them into a HSOM
neural network for pattern learning and intrusion detection.
During simulations, the authors generated a network traffic
using Omnet++ and WVSNMODEL simulators. The proposed
approach gave a high DR of 95.3%, low FPR of 4.1% and
detection time less than 100ms.
h) Artificial immune system: Artificial Immune Systems
(AISs) are computationally intelligent techniques inspired
from the biological immune systems (BISs). BISs are adaptive and complex systems that defend the body from invading
pathogens [170]. They are formed of cells and molecules or
non-self cells that represent the collective coordinated immune
responses. Moreover, BISs have three main layers [171]: (a) an
anatomic barrier which is the first line of defense in the body,
(b) an innate immunity, i.e., an unchanging mechanism that
detects and destroys invading pathogens, and (c) an adaptive
immunity that responds to previously unknown invading cells
and builds a response to them.
Theory: AISs have multiple mechanisms including artificial
negative/positive selection and artificial clonal selection [172].
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An artificial negative selection (ANS) starts by creating a set
of self strings S. Then, it creates a set of randomly generated
strings R0 . For each string R0 ∈ R0 , ANS forms a detector
set R of those that do not strongly match any S ∈ S. It uses
a matching function F that indicates the level of similarity
between the strings, such that F (R0 , S ) ≥ λ, where λ is a
threshold. For each R ∈ R, ANS verifies that there is no
S ∈ S matches above the threshold. Next, this operation is
repeated again while change detection of S is required.
In the artificial clonal selection (ACS), an initial population of antibodies A is randomly created. Then, ACS selects
a subset S of the fittest antibodies from At using a fitness
function f. For each antibody si ∈ S, ACS creates a set of
clones Ci ⊆ C, where C is the set of all clones. Next, ACS
mutates each clone c ∈ C and adds resulting clones C  to At .
An ACS selects again a subset S  of the fittest antibodies from
the resulting At and randomly generates a new population. All
the best members of the new population are stored in At+1 .
The whole process is repeated until a criterion is met.
Review: In WSNs, Vidal et al. [78] proposed an AIS
model based on building networks of distributed sensors, only
required for the monitored network to detect DoS attacks. Each
sensor network (immune cell) detects intrusions and reacts
against the observed threats (immune response). This is done
by emulating the different immune responses, the establishment of quarantine areas and the construction of immune
memory. During the testing phase, the authors tested their
approach using fooding attacks generated from the DDoSIM
tool, public datasets (KDD’99, CAIDA’07, CAIDA’08) and
traffic samples gathered by the University Complutense of
Madrid. Overall, their approach achieve good performance
with a high ACC on all the datasets. In IoT, Roman et al. [77]
proposed a proactive security architecture that used AIS to
defend against malicious edge nodes. The AIS model allowed
only authorized immune cells (e.g., virtual machines) to traverse edge nodes. It also analyzed the security and consistency
of the IoT infrastructure.
i) Cuckoo search: A Cuckoo search (CS) [173] is a natureinspired optimization strategy based on the cuckoo brood
parasitic behaviour in combination with Levy flight behaviour
of other birds and fruit flies. It consists for the female to lay
of the nest of another species so that it ensures the brooding
of the egg and feeding the young individual. The CS model is
divided in three steps [173]: (a) each cuckoo lays one egg (a
solution) at a time, and dumps its egg into a randomly chosen nest (population), (b) the best nests with high quality of
eggs (optimal solutions) will carry over to the next generations
and (c) the number of available host nests is fixed (population
size), and the egg laid by a cuckoo is discovered by the host
bird with a given probability.
Theory: A CS generates an initial population of n host
nests xi , for all i ∈ {1, . . . , n}. Afterwards, CS gets a
cuckoo i randomly by Levy flights. When generating new
(t+1)
(a cuckoo i), the Levy-flights is performed
solutions xi
as follows [173],
(t+1)

xi

(t)

= xi

+ α ⊕ Levy(λ)

where α > 0 is the step size. The Levy flight provides a
random walk through a Markov chain whose next/current state
depends of the current location (i.e., x (t) ) and the transition
probability (i.e., α⊕Levy(λ)). The random step length follows
a Levy distribution defined by
Levy ∼ u = t −λ
where λ ∈ [1, 3]. In addition, CS evaluates the fitness Fi of
cuckoo i by randomly choosing a nest amount of a cuckoo j
and j is updated with i (new solution) when Fi > Fj .
Review: In SDNs, Abdulqadder et al. [90] developed a
secure architecture based on chaotic secure hashing for user
authentication, enhanced genetic algorithm (EGA) and Cuckoo
Search to mitigate flow table overloading attacks, control
plane saturation attacks and Byzantine attacks. The model
included multiple controllers in the control plane, multiple
switches in the data plane and a monitoring cloud server. EGA
and CS assigned controllers (individuals) based on the available links, latency, controller load balancing and alternative
multiple path. In the testing phase, the authors implemented
the proposed model in the OMNeT++ simulator and evaluated its performance in terms of packet loss, end-to-end
delay, throughput, latency, and bandwidth. Five actions were
taken during detection: Alert (analyze the new incoming flow),
Quarantine (isolate the new incoming flow), Block (block
the flow), Discard (delete the new incoming flow) and Move
(install the flow after analysis). Overall, the proposed model
achieved a throughput of 250Mbps for five switches, a low
end-to-end delay (max. 40ms), low packet loss (max. 30), and
low bandwidth consumption (null) for a simulation duration
of 50sec.
Recently, Gariga et al. [174] proposed a customized CSbased model that used the Hamming distance to find optimal
attributes network transactions, i.e., continuous process of
user’s activities. The selected optimal attributes of normal
and attack records are used to build nests for Cuckoo search.
During simulations, the authors trained and tested their model
using the ISCX IDS dataset (70% for training, 30% for tests).
They achieved good performance with a high ACC (97%).
j) Firefly algorithm: A Firefly algorithm (FA) [175] is a
nature-inspired meta-heuristic optimization algorithm inspired
by the flashing behaviour of fireflies. Firefly’s flash acts as
a signal system, i.e., an oscillator that charges or discharges
the light at regular intervals to attract other fireflies. A FA
is defined as follows [175]: (a) all fireflies (population) are
unisexual, so one firefly will be attracted to all other fireflies;
(b) attractiveness is proportional to their brightness (objective
function), and for any two fireflies, the less bright one will
be attracted by the brighter one; however, the brightness can
decrease as their distance increases; and (c) if there are no
fireflies brighter than a given firefly, it will move randomly.
Theory: Let S be the search space, I the light intensity of
a firefly and β its attractiveness. Each firefly s ∈ S (potential solution) is represented by its light intensity I [175]. I (s)
is proportional to the value of fitness function f (s) and it
exponentially decreases as follows,
I (s) = I0 e −λs

2

TIDJON et al.: IDSs: CROSS-DOMAIN OVERVIEW

where I0 is the light intensity of the source (i.e., when s = 0),
λ is a given light absorption coefficient λ. The attractiveness
β(s) of a firefly is proportional to its light intensity value I (s)
and it is given by
β(s) = β0 e −λs

2

where β0 is the attractiveness at s = 0. A firefly si moves in
the search space S to find a more attractive firefly sj using
the fitness function f. The movement of a firefly si is based on
its current position i, the attraction to another more attractive
firefly sj at position j, and a random walk depending on a
randomization parameter α and a random generated value i ∈
[0, 1]. i follows a Gaussian distribution. The movement of a
firefly si is of the form,
si = si + β(rij )(sj − si ) + α i
where rij = ||si − sj || is the distance between the two fireflies
si and sj . Globally, FA initializes a population S0 ⊆ S and
determines a new random value α. Next, FA evaluates si ∈ S
using its fitness value f (s) and sorts s w.r.t. f (s). The best
solution is saved and the process below is repeated again.
Review: Recently, Shah and Issac [101] combined single
MOTS IDSs (snort, suricata) with anomaly detection methods
such as SVM and firefly algorithm, SVM and fuzzy logic. In
the testing phase, the authors used a test bed where the input
network traffic was generated using open source network traffic generators like Ostinato, NMAP, and NPING. SVM and
firefly algorithm achieved better performance (ACC= 95%,
FPR=8.6%) than SVM and fuzzy logic.
Prasad et al. [176] proposed a real-time bio-inspired
anomaly IDS (BARTD) that combined Firefly and Bat [177]
algorithms to detect efficiently different kinds of Distributed
DoS attacks: network/transport level DDoS, application level
DDoS and flooding (reflexion, HTTP-based). During tests,
the authors used JMETER to generate dataset and prepared
data, i.e., partitioned data into flood and normal for training.
As a result, the BARTD model outperformed single existing approaches (Cuckoo Search, Firefly), with a high ACC
over 95%.
5) Reinforcement Learning Techniques: Reinforcement
learning (RL) is a learning paradigm which learns to control
a system so as to maximize a numerical performance measure
that expresses a long-term objective [178]. RL achieves their
goal in two main steps [178]: (a) the use of samples to compactly represent the dynamics of the control problem, and (b)
the use of powerful function approximation methods to compactly represent value functions. Most known Reinforcement
Learning algorithms are Markov Decision Process (MDP),
Q-Learning and Bayesian Game Theory. RL has various application areas like Robotics, Finance, Industrial manufacturing
and Power systems. However, RLs may have some limitations. They must learn the model of environment, i.e., need
to know where actions lead in order to evaluate actions and
make decisions. In addition, they can be computationally difficult to optimally solve when the problem size increases (curse
of dimensionality).
a) Bayesian game theory: A game consists of a number
of players, a set of possible strategies for each player and the
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payoff function for each player [179]. A Bayesian game is
a game which takes into account the nature as an additional
player, and where the players have incomplete information on
the other players but each player has a subjective probability
distribution (beliefs) over the alternative possibilities [179].
A Bayesian game has different application areas including
intrusion detection systems.
Theory: a Bayesian Game [179] is a tuple N , A, Θ, P , u
where N = {1, . . . , n} is a set of players, A = {A1 , . . . , An }
is a set of actions where Ai is a pure strategy for player i,
Θ = {Θ1 , . . . , Θn } is a set of signals or types where θi ∈ Θi
is a realization of types for player i, P : Θ → [0, 1] is a joint
probability distribution according to which types of players
are drawn, and u = {u1 , . . . , un }, where ui : A × Θ → R
is payoff function of player i. A pure strategy for player i
is a map si : Θi → Ai that prescribes an action for each
type of player i. Each player i knows its type and evaluates
its payoff according
to a conditional distribution P (θ−i |θi ),

where θ−i = nj=1,j =i θj . A payoff of player i is given by
ui (s̃i , s−i , θi ) =



p(θ−i |θi )ui (s̃i , s−i (θ−i ), θi , θ−i )

θ−i

where s̃i ∈ Ai . The best responses of player i to s−i (θ−i ) are
given by



BNEi =
p(θ−i |θi ) arg max ui (s̃i , s−i (θ−i ), θi , θ−i )
θ−i

s̃i ∈Ai

A strategy profile si (θi ) of player i is a Bayesian Nash
Equilibrium (BNE) if si (θi ) ∈ BNEi .
Review: In UAVNETs, Sedjelmaci et al. [93] proposed a
Bayesian game model to defend the UAVNET against internal
(e.g., false injection) and external (e.g., DoS) threats with a
high detection accuracy and a low amount of intrusion detection data being exchanged between IDSs at each node. The
Bayesian game was formulated between two couples: IDS
vs attackers, Intrusion Ejection System (manages the ejection
process of intrusive nodes) vs suspected node. The authors
evaluated the model using urban scenario generated by the
Simulation of Urban Mobility (SUMO) tool and achieved good
performance with a high ACC between 96-98%.
In Smart Grids, Wang et al. [108] proposed a Bayesian honeypot game model to analyze the strategic interactions between
the attackers (anti-honeypot strategy) and the defenders (honeypot strategy) using gathered information from honeypot
sensors in an Advanced Metering Infrastructure (AMI). In the
testing phase, the authors used a test bed that consisted of 4
servers, 10 honeypots, and 2 anti-honeypots. As a result, the
model can reach a dynamic balance between detection rate
and energy consumptions; it effectively detects DDoS attacks
in AMI networks.
b) Markov decision process: A Markov Decision Process
(MDP) is a memory-less stochastic process model [180] that
consists of a set of states, a discrete set of actions, a conditional probability distribution which determines the transition
from the current state to the next state, and a reward/cost function that outputs the immediate reward for given state and
action (see Fig. 9). When the system state is not determined,
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Reinforcement Learning: Markov Decision Process.

MDPs are Partially Observable (POMDP). POMDPs [181] are
defined by a set of partial observable actions, a set of observations, an observation distribution for each state and an initial
state distribution. MDPs are widely used to solve complex
problems in financial decision making (FDM), medical decision making (MDM), and industrial decision making (IDM).
Recently, MDPs were also successfully applied in cybersecurity area precisely in intrusion detection and prevention
systems.
Theory: A discounted Markov Decision Process [182]
MDP = S, A, P , R, γ, where S is a finite or infinite set
of all states, A = {a1 , . . . , an } is the set of all actions,
P : S × A → P(S) is the Markov transition kernel; such
that P (s  |s, a) is the probability distribution of the next state
s  given any state s and action a, R : S × A → P(R) where
R(s  |s, a) is distribution of the immediate reward and γ is the
discounted reward. A policy π : S → P(A) maps any state
s ∈ S to a probability distribution π(a|s) of taking action a
when in state s. The value V π (s) of a state s under policy π,
given a state-value function V π : S → R, is defined by

∞

π
V (s) = E
γ k Rt+k +1 St = s,
k =0


At ∼ π(At |St ), St+1 ∼ π(St+1 |St , At )

where t is any time step and E[ • ] denotes the expected value
of a random variable •. Moreover, the value of taking action a
in state s under a policy π, Q π (s, a), where the action-value
function Q π : S × A → R. Q π (s, a) takes the form,

∞

π
Q (s, a) = E
γ k Rt+k +1 St = s, At = a,
k =0


At ∼ π(At |St ), St+1 ∼ π(St+1 |St , At )

Given any state s and action a, the optimal state-value function V ∗ (s), the optimal action-value function Q ∗ (s, a) and
policy π ∗ (s) are given by
⎧ ∗
⎨ V (s) = maxπ V π (s)
Q ∗ (s, a) = maxπ Q π (s, a)
⎩ ∗
π (s) = arg maxa Q ∗ (s, a).
Review: In Smart Grids, Shen and Chen [109] proposed a
MDP-based approach to model intruder’s attack strategy and
analyze the likelihood of attacks in power systems using an

optimal intruder’s attack strategy. The authors tested the model
using IEEE 14-bus and IEEE 30-bus test case systems. Each
test system used measuring devices to record the voltage phase
of its located bus and the current phasor of incident lines.
Finally, results have shown that the proposed approach successfully described the attack behaviour and vulnerabilities of
the test systems.
In WSNs, Diddigi et al. [117] uses a POMDP-based model
to track the intruder at each instant, while taking into account
the energy consumption of sensors. The authors optimized the
POMDP-based model using three RL algorithms: greedy algorithm, Monte Carlos tree search and hybrid (both of them).
Next, they compared the performances of different algorithms,
and concluded that the hybrid algorithm is more accurate
for the mitigation of the state-action space explosion of the
POMP-based model.
c) Q-learning: Q-Learning is a model-free reinforcement
learning that provides agents with the capability of learning to act optimally in Markovian domains by experiencing
the consequence of actions, without requiring them to build
maps of the domains [183]. Each agent performs the following steps [183]: (a) observes its current state, (b) selects and
performs an action, (c) observes the next state, (d) receives an
immediate reward, and (e) adjusts its Q-value using a learning
factor.
Theory: The Q-Learning algorithm (QLA) is deduced from
MDP. A QLA [183] relies on the state-value function V and
the Q-value (i.e., the action-value function Q). The Q-value Q ∗
(resp. V ∗ ) in the current state (s, a) is arranged in function
of Q ∗ (resp. V ∗ ) in the next state (s  , a  ) as follows,



∗

∗  
Q (s, a) =
P s |s, a r + γ. max Q s , a
s  ∈S

V ∗ (s) = max

a∈As

a  ∈As 



P s  |s, a r + γ.V ∗ s 

s  ∈S

Initially, QLA arbritarily sets an initial state-value function V0 . For each iteration i, QLA determines Q-values by
computing Qi+1 (aka Vi+1 ) as follows,



Qi+1 (s, a) =
P (s  |s, a) r + γ. max Qi (s  , a  )
s  ∈S

Vi+1 (s) = max

a∈As

a∈As



P (s  |s, a) r + γ.Vi (s  )

s  ∈S

This process is repeated until the criterion |Qi+1 − Qi | ≥ θ
(aka |Vi+1 − Vi | ≥ θ) is fulfilled.
Review: In Smart Grids, Jokar and Leung [94] proposed a
Q-Learning-based intrusion detection and prevention systems
(HANIDPS) for ZigBee-based home area networks. The
proposed system has two main modules: (a) a detection module that combines specification and anomaly methods using
selected specifications from IEEE 802.15.4 standard, and (b)
a prevention module that uses Q-Learning to find the best
strategy against an attacker. The prevention module performs
automatically preventive actions such as poofing prevention,
interference avoidance and dropping malicious packets. In the
testing phase, the authors simulated an IEEE 802.15.4 network
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that contains 6 TelosB motes (TPR2400), 4 air monitors, an
attacker and a genuine node. As a result, they obtained an average DR of 92.5% and no FPR (0%) for the detection module.
While in the prevention module, the average FPR is 13.805%
and the average dynamic prevention performance is greater
than 96%.
In UAVNETs, Xiao et al. [79] proposed a UAV power
allocation strategy based on deep Q-Learning and WoL-PHC
to address subjective smart attacks in a dynamic game such
as jamming, spoofing and eavesdropping attacks. The attack
game model provides a user-centric view of subjective smart
attacks and consisted of two players: a smart attacker and
the UAV system. A smart attacker makes subjective decisions
to choose the attack type (jamming, spoofing, eavesdropping) without knowing the attack detection accuracy of the
UAV system. The UAV system transmits power on multiple
radio channels to resist smart attacks. Through simulations,
the authors concluded that the proposed model increased the
secrecy capacity and the utility of the UAV against subjective
smart attackers.
6) Active Learning Techniques: Most known supervised
and unsupervised learning techniques first gather a significant quantity of random data set from the world (underlying population distribution) and then induce a classifier or
model [184], [185]. However, gathering data are often costly
and time-consuming while we have limited resources for the
collection [185]. A solution can be to gather only needed
data from the world by asking queries, receiving responses
and asking further queries based upon the previous responses.
This approach is called active learning. Both supervised and
unsupervised techniques are used in active learning.
Theory: An active learning relies on the concept active
learners. An active learner gathers information about the
world by asking queries and receiving responses. It typically
queries information in a pool (pool-based active learning)
or in streaming (online learning) [185]. Let I be a measurable domain of elements and R a measurable domain of
responses. We assume that for each xi ∈ I, there is probably a response yi ∈ R. An unlabeled pool is represented
by the set P = (x1 , . . . , xd ) ∈ I d . In pool-based active
learning, an active learner [185] is a tuple f , q, D, where
f : I → {−1, 1} is a classifier trained on the current set
of labeled/unlabeled data D ⊆ I. Given D, q : I → R is
the query function that allows deciding which next example
to query in P. After p-queries, active learners returns a set
{(x1 , y1 ), . . . , (xp , yp )}. In online learning, given an infinite
stream S ⊆ I ∞ , active learners query an unlabeled data s ∈ S
and return its immediate label f (s), indefinitely.
Review: Recently, Nissim et al. [118] proposed an active
learning-based approach (ALDROID) to update anti-virus
signature repository by automatically acquiring a maximum quantity of zero-day malwares and then, enhance the
ALDROID’s detection model using new malware samples.
The authors tested their approach using the Android platform
and Android’s anti-virus softwares. As a result, the proposed
system was able to acquire the largest number of zero-day malwares than existing heuristic approaches. Latterly, Nissim et al.
integrated their approach in ALDOCX [102] to efficiently
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assist anti-virus vendors and improve the detection accuracy.
ALDOCX automatically identifies and collects new docx files
that are malicious and informative benign files. The authors
evaluated their approach using 16,811 Microsoft Word files
from Virus Total and Contagio, including 327 malicious and
16,484 benign files. Overall, ALDOCX achieved a high DR
of 94.44% and a low FPR of 0.19%.
7) Deep Learning Techniques: Deep learning (DL) is
inspired by the human brain’s ability to learn from experience instinctively [128], [186], [187]. It allows computational
models that are composed of multiple processing layers to
learn representations of data with multiple levels of abstraction [188]. Unlike some learning methods, DL can be trained
in an unsupervised, semi-supervised and supervised manner
for various learning tasks. Recently, DLs have been successfully applied in various domains like speech recognition,
computer vision, sound and image processing. It generated
interest due to many reasons [189]: (a) reduction of the
need for feature engineering, (b) absence of unsupervised
pre-training and compression capabilities, and (c) easy adaptation to new problems relatively. However, DLs require large
amounts of data and are often extremely computationally
expensive to train (e.g., require expensive GPUs for complex
models).
Theory: The first well-known DL technique is Deep Neural
Network. A Deep Neural Network (DNN) is a composition of
multiple hidden layers, typically more than three layers, with
an input layer and an output layer. Let us consider a DL with
N layers, consisting of N − 1 hidden layers, each having n (l)
hidden units (l ∈ {1, . . . , N − 1}), an input layer with n (0) ,
and an output layer n (N ) (see Fig. 10). Given an activation
function f (see Section IV-A1-b)), the i-th unit within layer l
is given by [190],
(l)

= f (zi )

(l)

=

yi
zi
z (l)

y (l)

(l)

(l−1)
n

k =1

(l) (l−1)

wik yj

(l)

+ wi0

(l)

where
and
are vectors of the current inputs zi and
(l−1)
(l)
, respectively. wik represents the weighted
the outputs yj
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connection from the k-th unit in layer l − 1 to the i-th unit in
(l)
layer l (w (l) is the matrix), and wi0 is the biais at l-th layer.
y(x , w ) = y (N ) is the output vector of the DNN where w is
the vector of all weights of the DNN. When f is a sigmoid
function, a softmax function is applied on outputs and the
cross entropy is similar to the one in Section IV-A1-b) with
m = n (N ) .
A naive update of the DNN is prone to vanishing and
exploding gradients, making it impossible to train networks
with multiple layers. Thus, it is necessary to use backpropagation in training DNNs, which relies on squashing
activation functions such as sigmoid or hyperbolic tangent.
Assuming a stochastic training, the input examples are randomly chosen and DNN’s weights are updated using the
training Ei (w ), given i input samples (see Section IV-A1-b)).
To avoid confusion, we will represent Ei (w ) by Eq (w ), given
n (0) input samples (x0 , . . . , xq , . . . , xn (0) ). Upon starting, the
DNN’s weights are randomly initialized [191] within range
√
√
6
6
(l)


< wij <
−
(l−1)
(l)
(l−1)
n
+n
n
+ n (l)
The initialization of DNN’s weights is crucial. After the initialization, DNN’s weights are efficiently computed using the
Gradient descent by iteratively updating weights as follows,
w [t + 1] = w [t] − γ

∂Eq
∂w [t]

where t is an iteration value, γ is the learning rate and
∂Eq /∂w [t] the weight error. As mentioned in [190], the backpropagation error algorithm (BPA) consists in propagating the
input sample xq through the DNN, by a chain derivation process until getting the current input and output of each unit.
(N )
for output units are computed as follows,
Errors δi
∂Eq   (N ) 
(N )
δi
=
f zi
(N )
∂yi
(l)

For all hidden layers l, BPA computes the error δi , given by
(l)
δi

=f





(l)
zi

(l+1)
 n

k =1

(l+1)

wik δk

and calculates the weight errors,
∂Eq

(l)
∂wji

(l) (l−1)

= δj yi

Usually, these training operations are costly, particularly, when
training sets are very large. It becomes necessarily to parallelize data via asynchronous communication [192]. There
is three levels of parallelisms [193]: model parallelism, data
parallelism, and single-host-based multi-threading. In model
parallelism, the N-layered DNN (i.e., N − 1 hidden layers and
one output) is partitioned into N − 1 hosts. When the network
is locally connected, there are communications across hosts. In
data parallelism, the n (0) input samples are partitioned into M
shards (S1 , . . . , SM ), where Sr is the r-th shard. The M shards
forward data to M copies of the model (replicas) for training,
respectively. The parameters of replicas P = (P1 , . . . , PM )

are asynchronously sent to a set of hosts H. Each replica r
computes the gradient on data from Sr , sends the parameter
Pr to a host h and the one will update its own parameter
copy Ph and send it back to Sr . A single-host-based multithreading uses cores of a single host to perform matrix vector
computations through multiple threads.
Other DL techniques include Deep Belief Networks
(DBFs), Deep Boltzmann Machines (DBMs), Deep
Autoencoders (DAs), Deep Recurrent Neural Networks
(DRNNs), Deep Convolutional Neural Networks (DCNNs),
Generative Adversarial Networks (GANs), and Deep Capsule
Networks [194].
a) Deep belief networks: A Deep Belief Network (DBN)
is a graphical model that learns to extract a deep hierarchical representation of the training data [195]. It is a
stack of Restricted Boltzmann Machines (RBMs) [196] which
are trained in a greedy manner. A RBM is an energybased undirected generative method that models a distribution
of observations over visible variables using binary hidden
variables [197].
Review: In 5G mobile communications, Maimó et al. [80]
developed a novel approach based on DBNs, long short-term
recurrent neural networks (LSTM), and Stacked Autoencoders
(SAE) to analyze network flows and detect new botnet
attacks. The proposed approach has four modules: Virtualized
Infrastructure (VI), Virtualized Network Functions (VNF),
Management and Orchestration (MANO), and Operations and
Business Support Systems (OSS/BSS). The first one virtualizes
the physical resources and sends them to VNFs. The second
one was divided in Anomaly Symptom Detection (ASD) and
Network Anomaly Detection (NAD). The ASD component
uses DBNs and SAE models with mini batchs to perform
quick search of anomaly symptoms on network-flow aggregations. The NAD component collects timestampted symtoms
associated to RAN (Radio Acess Network) and analyzes
the timeline as well as the relationship among these symptoms using Long Short-Term Memory Recurrent Networks for
anomaly detection. The MANO component ochestrates VNFs
and the network slicing for supporting multi-tenancy. During
the training phase, the authors selected 288 features from
network flows (e.g., number of flows, entropy). Afterwards, the
proposed model was tested using the CTU dataset and libraries
such as Caffe2, PyTorch. Overall, the proposed achieved a high
DR of 70.95% on average.
b) Deep boltzmann machines: A Deep Boltzmann
Machine (DBM) is a graphical undirected generative model
that learns complex internal representations from a large supply of unlabeled sensory inputs and limited labeled data [198].
Like Deep Belief Networks, DBMs are compositions or stacks
of RBMs.
Review: In SDNs, Garg et al. [81] proposed a deep-learningbased anomaly detection approach to identify suspicious flows
in social multimedia. The proposed model consisted of an
anomaly detection module that leverages RBMs and gradient
descent-based SVM to detect the abnormal activities, and an
end-to-end data delivery module to satisfy strict QoS requirements of the SDN, i.e., high bandwidth and low latency. The
authors evaluated the proposed model using a Carnegie Mellon
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University (CMU)-based insider threat dataset. Through experiments, the proposed model gave good performance in terms
of data delivery and successfully detected malicious events
such as identity theft, profile cloning, and confidential data
collection.
c) Deep
autoencoders:
A
Deep
autoencoder
(DAE) [199], [200] is a graphical feed-forward neural
network which consists of two symmetrical Deep belief
networks that typically have four or five shallow layers
representing the encoding half of the network, and a second
set of four or five layers that make up the decoding half.
DAEs have different applications like information retrieval,
dimensionality reduction and data compression.
Review: In Wi-Fi networks, Aminanto et al. [100] proposed
a deep-feature extraction and selection based on stacked feature extraction and weighted feature selection to improve
detection accuracy against impersonation, flooding, and injection attacks. The stacked feature extraction uses DAEs to
transform the original features into a more meaningful representation by reconstructing its input. The weighted feature
extraction uses ANNs, which is trained with two target classes
only (normal and impersonation attack classes). The authors
evaluated their approach using the Aegean Wi-Fi Intrusion
Dataset (AWID). As a result, the proposed model achieved
an ACC of 99.918% and a FPR of 0.012%.
d) Deep recurrent neural networks: A Recurrent Neural
Network (RNN) [201], [202] is a kind of neural network
that includes weighted connections within a layer and a loop
memory, i.e., it can maintain information while processing
new input; its decision at time (t-1) affects the new one at
time t. Deep RNNs (DRNNs) are hierarchical representations
of RNNs with some transition conditions [203]. In recent
years, DRNs have been successfully applied on temporaldata-based systems that usually consider the history of the
input such as machine translation, language modeling and
generating text, speech recognition and intrusion detection
systems.
Review: Yin et al. [104] developed a RNN-based intrusion
detection system to detect unknown attacks. In the training
phase, the authors preprocessed data from the NSL-KDD
dataset and extracted features to train the RNN-based model.
The training of the model consists of two modules: (a) a forward propagation module that computes the output values, and
(b) a back propagation module that updates weights with accumulated residual values. In the testing phase, the model is
simulated using Theano-Weka and compared to existing ML
techniques like J48 Decision Tree, ANN, Random Forest and
SVM. As a result, the proposed model gave a better ACC
(99.81% for KDDTRain+, 68.55% for KDDTest-21) than other
methods.
e) Deep convolutional neural networks: A Deep
Convolutional Neural Network (DCNN) [204], [205] is
a deep or generalized representation of ANNs that consists of a number of convolutional and subsampling layers, followed by one or more fully connected layers.
DCNNs are usually used for image classification and,
recently, they were successfully applied to intrusion detection
systems.
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Review: Li et al. [206] applied the CNN model to intrusion detection systems, by converting the input dataset into an
image before applying the CNN model on. The detection process consisted of five steps: (a) raw data capture, (b) extraction
of the most relevant features, (c) data scaling using min-max
normalization, (d) image representation, and (e) the feeding
of the CNN model using received images for intrusion detection. In the testing phase, the authors used TensorFlow as deep
learning framework, NSL-KDD to train the model and existing DCNN models for comparison such as ResNet 50 and
GoogLeNet. As a result, the proposed model gave a high ACC
for both ResNet 50 (81.57% on Test-21, 79.14% on Test+) and
GoogLeNet (81.84% on Test-21, 77.04% on Test+).
f) Generative adversarial networks: A Generative
Adversarial Network (GAN) [207] is a minimax two-player
game model for estimating generative models via adversarial process, in which two models are trained simultaneously.
The first model, called generative, is responsible for the
capture of the model distribution and its training procedure
consists in maximizing the probability of the second model
making a mistake. Next, the second model, called discriminative, estimates the probability that a sample is from the
model distribution rather than the first model. More recently,
this framework was successfully tested in intrusion detection
systems.
Review: In Cloud computing, Moustafa et al. [82] combined GAN and Outlier Dirichlet Mixture (ODM-ADS) to
process streaming data and detect advanced persistent threats
in Fog networks. The proposal can self-adapt against injection
attacks that targets the training phase and attempts to corrompt
the learning process. It can also build a normal profile from
network flows and identify deviations from the profile using
Dirichlet Mixtures and GANs. The proposed model was evaluated using NSL-KDD and UNSW-NB15 datasets. As a result,
the proposed model achieved a high ACC and high detection
time than existing approaches.
As most ML models lack robustness to challenge realworld data of attackers, Grosse et al. [106] constructed a
GAN-based robust attack against malware detection models.
The authors’ aim was to get as possible a high misclassification rate from detection models while optimizing their
GAN-based detector model. The authors used DREBIN dataset
to train malware detectors, and an example of an adversarial crafting algorithm to mislead trained malware detectors.
As a result, they achieved misclassification rates over 69%
against malware detectors. Inversely, their malware detector achieved a better ACC over 95% than existing detection
models.
In Industrial and Control Systems, Feng et al. [110]
proposed a real-time GAN-based learning method to conduct stealthy attacks using a Secure Water Treatment (SWaT)
testbed [208]. This dataset was preprocessed using minmax scaling and used to train the stealthy attack GAN
model. In the testing phase, the authors simulated attacks
by randomly injecting malicious chemical measurement (HClhydrochloric acid, NaOCl-Sodium hypochlorite) in the begnin
SWaT dataset and observed that compromised Programmable
Logic Controller sensor channels, when injecting malicious
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predicate is given by
∀X1 , . . . , Xnj , Y1,1 , . . . , Y1,m1 , . . . , Yi,1 , . . . , Yi,mi •
P1 (Y1,1 , . . . , Y1,m1 ) ∧ · · · ∧ Pi (Yi,1 , . . . , Yi,mi ) →
G1 (X1 , . . . , Yn1 ) ∧ · · · ∧ Gj (Xn1 , . . . , Ynj )
where Pi and Gj are predicate names of the rule, Xj and Yi,k
are variables. More often, it is simplified using the clause,
Fig. 11.

P1 , . . . , Pi
G1 , . . . , Gj

Knowledge-based systems: An overview.

measurements, have a high probability of conducting stealthy
attacks.
B. Knowledge-Based Detection Techniques
Basically, Knowledge-based systems (KBSs) [209] are computer systems that contain stored knowledge and solve problems like humans would. KBSs are often assimilated to System
Experts (ESs) while ESs are just KBSs applied in a specific
field. KBSs have three main components [210]: knowledge
base (KB), inference engine (IE) and user interface (see
Fig. 11). The knowledge base (KB) is a managed collection
of structured or unstructured knowledge that includes storage and retrieval of information via queries. Generally, the
knowledge base is specified by a human expert of the target
domain. The inference engine is a component that infers on
the knowledge base using reasoning mechanisms (e.g., backward chaining, forward chaining, similitude-based) to make
decision. Finally, the user interface dialogues with the backend of KBS for consultations, suggestions and configurations.
KBSs have various advantages including [210]: (a) reduction of human intervention, (b) consistency of answers,
(c) explanation of solutions, (d) efficient and cost effective.
But they also present some limitations [210]: (a) restricted
domain of expertise, (b) lack of learning ability as they
depend of the human expert who expresses and articulates knowledges, and (c) cannot reason on the basis of
human intuition or even of common sense. Recently, different
Knowledge base reasoning approaches were proposed to challenging cyber threats in a given environment like Rule-based
Reasoning (RBR), Case-based Reasoning (CBR), Ontologybased Reasoning (OBR), Model-based Reasoning (MBR), and
Fuzzy-based Reasoning (FBR) detailed hereafter.
Theory: The knowledge base is an essential component in KBSs. There are various knowledge representation
schemes including logic-based representation, procedural and
structured representation. In logic-based representation, the
knowledge relies on formal languages including First-order
Logic [211] for an explicit representation of system data,
B/VDM/Z [212], [213] for modelling system data and states,
and CSP/CCS [214], [215] for modelling system behaviors
and interactions.
In procedural representation, the knowledge is expressed as
a set of instructions, often called rules in production systems.
The rules are of the form if P1 , . . . , Pi then G1 , . . . , Gj ,
where premises P1 , . . . , Pi are computed in order to achieve
goals G1 , . . . , Gj . The semantic of rules in the first-order

On the other hand, the structured representation expresses
and structures complex knowledge, i.e., objects or concepts of
the target domain and relations between them. A well-known
example of structured representation is Ontology. A simple
ontology [216] O = C , P , A, I  consists of a conceptualization C for each possible world that includes concepts and
instances, a set of properties and relations P, a set of axioms
and rules A, and an interpretation model I, such that
⎞ ⎛
⎞
⎛
"
"
Ct ⎠  ⎝
Ii ⎠
C =⎝
⎛
P =⎝
⎛
A=⎝

t∈Type

"
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"
a∈Type

⎞

i∈Type

⎛

Pp ⎠  ⎝
⎞

"

e∈Type

⎛

Aa ⎠  ⎝

"

⎞
Rele ⎠
⎞
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The properties and relationships are respectively given by
P =(D:DataType, O:Object, T:Transitive, F:Functional) and
Rel = (≡, ⊂, ∩). For example, let consider three concepts:
Shape, Circle, and Square. Circle ⊂ Shape, Square ⊂
Shape, and Circle ∩ Square = ∅ are relationships between
concepts.
1) Rule-Based
Reasoning:
Rule-based
Reasoning
(RBR) [217] is the most widely used reasoning paradigm
which consists of two main components: (a) a set of
“IF-THEN” rules representing domain knowledge (knowledge base), and (b) an inference engine containing some
domain-independent inference mechanisms such as backward
or forward chaining [218]. RBR uses a given input and
finds applicable rules by matching against the rules of the
knowledge base. Then, the inference engine will use the
obtained rules to generate results using the chosen inference
mechanism. In recent years, RBRs have been successfully
applied to detect known attacks (e.g., Snort, Suricata,
OSSEC), and they were often used as a complementary
technique in hybrid detection systems (e.g., Splunk, Elastic
search) for the detection of advanced persistent threats and
multi-step attacks.
Review: In Medical Cyber Physical Systems, Mitchell and
Chen [83] proposed a behavior-rule specification-based technique to detect abnormal patient behaviors and attacks such
as data modification, forgery, greyhole and blackhole. The
proposed model took a set of behavior rules in input (e.g.,
(Analgesic Infusion Rate > 0) ∧ (Mode = DEFIBRILLATOR))
and detected if a device’s behavior deviated from the expected
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behavior specified the rule database. In addition, the behaviour
rules were transformed in state machine for model checking. In testing phase, the authors simulated vital sign from
monitors and evaluated their approach against the aforementioned attacks. As a result, the proposed model achieved a high
detection rate of 92.408% and low FPR of 0.666%.
2) Case-Based
Reasoning:
Case-based
Reasoning
(CBR) [219] is a problem solving paradigm that can
adapt old solutions to meet new demands, using old cases to
explain/critique new situations, or reasoning from precedents
to interpret a new situation or create an equitable solution
to a new problem. A general CBR cycle is described by
four processes [220]: (a) retrieves the most similar cases,
(b) reuses the information and knowledge in that cases to
solve the problem, (c) revises the proposed solution, and
(d) retains the parts of this experience likely to be useful for
future problem solving.
Review: In Medical Healthcare Systems, Malathi et al. [84]
proposed a CBR-model based on Fuzzy set theory and kNearest Neighbor (k-NN) to predict patient anomalies while
maintaining the security of patients’ health record. The CBR
model was used to produce more personalized suggestions
and refine the suggestions using patients’ treatment success
rate to enhance the accuracy of the prediction. The model
was combined with Fuzzy k-NN to retrieve the similar cases
of the target patients’ case record more effectively by estimating the similarity score. Successful target case records
are securely stored into the knowledge repository for future
reuse. The security of patients’ health record is done using
Paillier Homomorphic Encryption to prevent from unauthorized user access. During training, the authors selected features
such as the gender, age, Total Bilirubin, Direct Bilirubin (DB),
Total proteins, Albumin, Ratio of Albumin and Globulin. They
trained the model using the Indian Liver Patient dataset from
UCI repository. Overall, the proposed model achieved a high
ACC of 96.74% and a medium FPR of 16%.
3) Ontology-Based Reasoning: An Ontology [221] is
referred as the shared understanding of some domains. It
is often conceived as a set of entities, relations, functions,
axioms and instances. The World Wide Web Consortium
(W3C) created a semantic Ontology Web Language (OWL)
for Ontology definition and sharing. An OWL is a Description
Logic-based Ontology language compatible with XML for
transport layer, Resource Description Framework (RDF) and
other extended languages like Semantic Web Rule Language
(SWRL) [222] for expression of rules and logics, and Semantic
Query-Enhanced Web Rule Language (SQWRL) [223] for
OWL queries. Recently, an Ontology-based reasoning (OBR)
has been successfully applied in intrusion detection systems,
by endowing them with context-awareness and situationalawareness of vulnerabilities, attacks and network topologies
of target environments.
Review: Xu et al. [103] proposed an OBR-based network
security situational awareness (NSSA) model to provide a
real-time and holistic view of an IoT network security situation. The NSSA reasoning process is divided into four
steps: (a) capturing multiple heterogeneous information (alert,
vulnerabilities, context information, network flows) from
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different embedded IoT sensors, (b) preprocessing heterogeneous network data into an ontology format (OWL), (c) mapping resulting data to the ontology model; CAPEC and CVSS
were used for modeling attacks and vulnerabilities respectively, and (d) reasoning on the ontology model to find out
anomalies using SWRL and SQWRL.
4) Fuzzy-Based Reasoning: A Fuzzy-based Reasoning
(FBR) [224] is similar to human reasoning; it uses fuzzy
knowledge (knowledge which is vague, uncertain, ambiguous,
probabilistic in nature) to generate decision. The FBR system
consists of four modules: (a) a knowledge base which contains
a set of “IF-THEN” rules, (b) a fuzzification module that transforms input or crisp values into fuzzy sets, (c) an inference
engine that applies fuzzy values to the system’s rules, and
(d) a defuzzification module that outputs the crisp value from
a set of fuzzy variables, for example, using a combinatorial
function like the center of gravity. As the attacker’s behaviour
is unpredictable, FBRs may be adapted for intrusion detection
systems and this is why many recent work [86], [225], [226]
integrated the FBR system in their approach.
Review: In Medical Cyber Physical Systems, multiple medical sensors generates a number of false alarms that could affect
the accuracy of sensors. To address this problem, Li et al. [85]
proposed a Medical Fuzzy Alarm Filter based on fuzzy ifthen rules to detect anomaly in medical CPS. The authors
also mentioned that their alarm filter approach could be also
used in intrusion detection to decrease unwanted alarms in a
post-preprocessing manner. To realize the fuzzy if-then rules,
the authors modified the fuzzy grid partition algorithm in
the fuzzy-weka project. In the training phase, the authors
trained the model using six features: Heart Rate (HR), Pulse,
Respiration Rate (ResR), Blood Pressure (BP), and Oxygen
Saturation (SpO2). The model is then applied on three datasets
having respectively 533 false alarms and 683 true alarms, 683
false alarms and 1301 true alarms, 1179 false alarms and 523
true alarms. As a result, the proposed model was able to better
reduce the alarms in a range from 62% to 83% than existing approaches such as neural network (NN), support vector
machine (SVM), decision tree (DT), and Naive Bayes (NB).
Naik et al. [86] also proposed a dynamic fuzzy rule interpolation approach based on interpolated rules, GA algorithms and
the Snort tool to detect attacks in the network traffic. The GA
model was responsible for finding the best clusters (solutions)
without assigning a predetermined number of emerging clusters. At the end of the clustering process, only those clusters
(solutions) containing adequate interpolated rules are selected
for the subsequent rule promotion process. After several tests,
the proposed model considerably reduced false alarms.
C. Muli-Agent Based Detection Techniques
An agent [227] is an autonomous entity able to perceive its
environment through sensors and to act upon that environment
through effectors. Like humans, agents possess a body of factual knowledge (ML, KBS, heuristics), belief, goal that give
them the ability to adapt to their environment, reason and act
(see Fig. 12). There are various kinds of agents including reactive agents that simply convert its sensory inputs into actions
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An agent.

without maintaining its internal state (e.g., memory based on
rules) and deliberative agents that maintain its internal state
(e.g., memory based on predictive or complex models) and
can predict the effects of its actions. A Multi-Agent System
(MAS) [228] is a society or network of agents which can
work independently or cooperatively to achieve their goal
together. The goal being, for example, to find solutions to
problems. In computer security, MASs are widely used in distributed/centralized network infrastructures to perform various
tasks such as information gathering, intrusion monitoring, fault
monitoring in CPS systems, health supervisory and management. In intrusion detection systems, well-known multi-agent
detection techniques includes centralized multi-agent-based
detection, collaborative multi-agent-based detection, and cooperative multi-agent-based detection.
1) Centralized Multi-Agent-Based Detection: Centralized
Multi-Agent-based detection uses a set of local agents and
coordinator agents for the detection of complex attacks such
as DDoS, Botnets and Spam campaigns. Each local agent
can perform various tasks such as gathering network data
from end-points and network nodes, local filtering or preprocessing of network data, local analysis of data sources
generated by Web servers/softwares/operating systems, alert
triggering and sending of information to a remote coordinator agent. In the central C&C server, coordinator agents
manage the received information, and make different operations including pre-processing of heterogeneous/homogeneous
events, aggregation/correlation/fusion of received events, deep
analytics of received events, and reporting of intrusions or
system’s behaviours.
Review: In Smart Grids, Kushal et al. [87] proposed a strategy to mitigate the effects of FDI attacks using battery to
actively reduce load curtailment and a MAS approach. The
MAS approach consists of agent nodes that check commands
from the central energy management system and identify
malicious commands from malicious nodes using a heuristic model. The authors evaluated their model through a risk
analysis mode and the results shown that the model is accurate
in mitigating FDI attacks.
Kwon et al. [105] proposed a centralized network intrusion
forecasting and detection system to predict and detect DDoS
attack volume in their university. The proposed system relies

on the Honeypot network system (Honeynet) where honeypot
sensors collect various data (audit logs, network traffic) and
send it to C&C servers for forecasting and detection. In C&C
server, both correlation and regression statistical approaches
were used for deep data analytics. The approaches had to take
into account two factors: (a) external factors such as the number of C&C servers and the size of malicious bot agents, and
(b) internal factors such as the security level of the resources
and their values. Through experiments (over 8 months), the
proposed model predicted DDoS attack volume and helped
network operators to decide when installing IPSs or not.
2) Collaborative
Multi-Agent-Based
Detection:
Collaborative Multi-Agent-based detection is an approach
where agents collaborate (mutual trust), i.e., share knowledge
and experience together, and then, dynamically update and
improve their performance to achieve their goal. The goal
can be the information gathering, pre-processing and analysis of network data, negotiating (P2P communication) on
intrusion results whether results are not accurate, ejecting
malicious nodes in ad-hoc networks and alerting when an
attack occurs. This approach is particularly useful for selfconfiguring infrastructure-less dynamic wireless networks such
as UAVNETs, MANETs or VANETs.
Review: In WSNs, Li et al. [119] proposed a trust-based
collaborative IDS which allows IDS agents to collect network
data on its node and learn experience of others using their
detection sensibilities and a trust model between them. Thus,
IDS agents improve their detection accuracy using learned
knowledge, based on machine learning techniques. In the testing phase, the authors trained the model using a simulated
WSN traffic and compared the performance to some existing
supervised classifiers. They achieved a good performance and
enhanced the detection accuracy of malicious nodes.
Recently, Fung and Zhu [120] proposed a trust-based collaborative IDS framework (FACID) that consists of a trust
management model and a cooperative model. The trust management model allows each agent to aggregate feedback (trust
messages) received from its acquaintances (i.e., other IDSs)
using a weighted majority algorithm, and to evaluate the trustworthiness of others based on its own experience with them.
The cooperative model connects each IDS agent together using
an encrypted P2P communication, so that they can securely
communicate and cooperate with each other to achieve better intrusion detectability. The simulations showed that the
proposed approach was more accurate, cost efficient and robust
than other heuristic methods.
3) Cooperative Multi-Agent-Based Detection: Cooperative
Multi-Agent-based detection assumes that agents cooperate
(mutual respect) together through their interaction, to achieve
a join goal. For example, the goal can be to detect an attack
or proactively defend a given system.
Review: In Smart Grids, Rahman et al. [121] developed
a distributed agent-based cooperative framework that used a
group of agent-based IDSs to analyze network monitoring
logs, relay status logs, synchrophasor data, and to detect faults,
cyber attacks in each substation of a power system. In the testing phase, the authors simulated their model using MATLAB
and used Java Agent Development Framework (JADE) to
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develop three agents: a root node agent for the monitoring
of relay activities, a protected relay agent for the capture of
protection parameters (e.g., status of relays) and a base station agent for attack detection. Thus, the authors were able to
measure the effect of the proposed approach that effectively
distinguished attacks from faults.

D. Hybrid Detection Techniques
Most recent work used a hybrid detection as they are more
accurate to prevent and detect common threats. But, they are
often expensive in terms of performance due to the integration of various detection mechanisms. In the literature,
hybrid detection combined one or more topics like classification, evolutionary computing, deep learning, multi-agent
systems, reinforcement learning, knowledge base engineering, active learning and regression. Some hybrid methods
are presented in this section, precisely, Multi Modal Deep
Learning (DLn ), SVM and ELM (Extreme Learning Machine),
Clustering and ELM, Fuzzy C-Means and ANN, Populationbased Incremental Learning (PBIL) and AIS.
1) DLn : Kim et al. [88] proposed a multimodal deep
Learning approach for Android Malware Detection. The
multimodal DNN consisted of 5 DNNs, each associated to
a feature vector. Initially, DNNs are not connected to each
other. Only the last layers of the initial networks are connected to the merging layer that is the first layer of the final
DNN. The authors considered 5 kinds of Android features to
build training feature vectors such as String feature, method
API feature, method opcode feature, shared library function
opcode feature, and permission/component/environmental feature. These features are extracted from Smali which is an
assembler/disassembler for the dex format and the instruction sequences of the disassembled code of .so files. In the
testing phase, the proposed model was implemented using
the Keras library and the Malgenome dataset. Overall, the
proposed model achieved a high ACC of 98%.
2) SVM and ELM: Al-Yaseen et al. [111] proposed a hybrid
approach (SVM-ELM) that combines SVM and Extreme
learning machines (ELM) [229] for the classification of known
and unknown attacks. In the training phase, the K-mean
algorithm is used to transform KDD cup 1999 dataset into
small datasets representing the whole dataset. Then, resulting datasets were used to train the SVM-ELM model and to
improve the training time as well as the detection accuracy.
Simulations showed that the proposed solution achieved an
overall ACC of 95.75% on the entire improved dataset.
3) Clustering and ELM: Roshan et al. [112] developed
an adaptive and real-time hybrid IDS that groups clustering and ELM techniques to accurately classify known and
unknown intrusions. The model consists of three components:
(a) a clustering manager that maps training data into clusters (a class of traffic), (b) a decision maker that evaluates
the clustering decisions and provides correction proposals, and
(c) a update manager that updates the clustering model using
new information from a human expert. In the experimental
phase, the authors trained and evaluated their approach using
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NSL-KDD. The proposed model gave good results, i.e., a high
DR of 84% and a low FPR of 3%.
4) Fuzzy C-Means and ANN: In cloud computing,
Pandeeswari and Kumar [230] proposed a hybrid IDS that used
Fuzzy C-means (FCM) clustering [231] and ANN to efficiently
detect attacks. The model is implemented in the middleware,
i.e., the virtual machine monitor (VMM) layer where it analyzes the network traffic and automatically captures new attack
patterns. The authors trained and tested the model using the
KDD cup 1999 dataset. Afterwards, they compared results
with existing methods like Naive classifier and ANN. As a
result, the authors achieved better performance than other techniques, i.e., a high ACC over 95%, and a relative low FPR less
than 6%.
5) DAE and SVM: Al-Qatf et al. [89] proposed a hybrid
method based on Sparse autoencoders and SVMs for network
intrusion detection. In the pre-training phase, Sparse autoencoders were used to reconstruct low-dimensional features from
raw data. Next, the resulting features are fed into the SVM
algorithm to improve its intrusion detection accuracy. In the
testing phase, the authors evaluated the model using the NSLKDD dataset and also analyzed the impact of low-dimensional
features and sparsity parameter on the SVM classifier. As a
result, the proposed model achieved better performance than a
single SVM, with a high ACC of 84.96% and DR of 76.57%
for testing datasets, and a high ACC of 99.416% and DR of
99.291% for training datasets.
6) Population-Based Incremental Learning and AIS:
Chen et al. [113] combined AIS approach and Populationbased incremental learning (PBIL) [232] for cyber attack
detection. PBIL groups GA and Simple Competitive Learning
(SCL) methods [233]. The hybrid approach has three phases:
(a) network traffic capture and pre-processing or network feature extraction, (b) computation of affinity between antibodies
and antigens, creation of new antibodies and (c) detection
of attacks. In the experimental phase, KDD cup 1999 and
ACA (Australia Credit Approval) datasets were used to train
and evaluate the proposed model. As a result, the proposed
solution outperformed existing evolutionary approaches with
a high ACC of 97.03%.
V. R EVIEW AND E VALUATION OF E VENT S TREAM
P ROCESSING M ETHODS
Many things are increasingly connected to the Internet
and generate tremendous heterogeneous data streams in real
time. Precisely, more than 2.5 quintillion bytes of data are
generated every day and this number is growing exponentially [234]. Thus, some intrusion detection techniques
previously described may not be adapted. To deal with big
event streams, Event Stream Processing (ESP) methods are
advanced approaches that take advantage of large datasets or
event streams to provide real-time and proactive insights for
intrusion detection. The nature of events depends of the environment where they were produced, see Table V. Events can
be natural (physical) and non-natural. Natural events represent
sensible nature-based raw data generated by cyber-physical
systems like Industrial and Control Systems (e.g., temperature,
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TABLE V
E XAMPLES OF E VENTS IN D IFFERENT A PPLICATION D OMAINS

electrical energy, chemical compounds and physical location),
animal and human bodies (e.g., blood pressure, heart beats),
and the natural ecosystem (e.g., weather, seismic or human
activities). Non-natural events are artificial or man-made data
such as numerical/digital signals (e.g., current intensity/voltage
time series), heart beat or blood pressure time series, network
packet flows, and log file events generated by Web servers,
operating systems, applications or services.
Events can be classified according to different levels of
abstraction (see Fig. 13). Generally, two powerful models are
used together to better describe the hierarchical levels: DataInformation-Knowledge-Wisdom (DIKW) [235] pyramid and
Observe-Orient-Decide-Action (OODA) loop [236].
a) Data Level: A huge number of diverse security events are
captured in real-time from a plethora of end-points and embedded devices by hardware and software event collectors such as
honeypots, IDSs, IPSs, anti-virus, firewalls, and custom event
collectors made by cybersecurity companies. Event collectors
observe the target environment and push-out remotely raw or

unbounded events for in-memory preprocessing, analysis and
storage. At this level, the raw events, also called low-level
events, have not yet been processed for use.
b) Information Level: Collected security event streams are
transformed into actionable events (i.e., high-level events) to
get orientations for the decision making. The process cycle
of security events is managed by a Security Information and
Event Management (SIEM) infrastructure that provides realtime analysis of security event streams and supports various
cloud technologies (e.g., OpenStack). During the process,
security event streams are fed into the staging area or landing
zone responsible of ETL (Extract-Transform-Load) operations
and temporal storage in data marts and warehouses.
Upon starting, event streams are ingested in Event Queuing
Systems (EQSs). EQSs are high-speed data ingestors (e.g.,
Apache Kafka) that manage and store efficiently events in
a queue. They enable real-time processing of event streams
by offering a straightforward mechanism for managing overinformation in the queue and avoiding lock or concurrency
problems. EQSs have been proposed to overcome some limitations of the Event Batch Systems (EBSs) which compute
results that are derived from event stream batches or groups
(batch processing). This approach is not often suitable for
stream analysis because it takes long waiting time (high
latency) and makes analysis more complex as the size of
batches can be very large.
Ingested event stream queues are fine-tuned using Complex
Event Processing (CEP). A CEP allows complex computations
on event frames using Map Reduce [237], Machine Learning
and Data Fusion [238]. CEPs are often assimilated to ESPs
while they are just a subset of ESPs. CEPs and ESPs differ in
terms of processing engines [239] due to many reasons. First
of all, CEP engines support a SQL-like query language while
there is often need to write scripts or codes in ESPs. Secondly,
ESP engines are distributed and parallel natively opposite to
CEP engines which are more centralized. Most known tools
such as Microsoft Azure Stream Analytics, Apache Spark and
Kafka support real-time CEP for event analytics.
After CEP computations, high-level event streams are then
stored in big long-term databases (event lake) such as Hadoop
Distributed File System (HDFS) and Relational Database
Management System (RDBMS). Offline SQL-based stream
processors can be used for querying live security event streams
(e.g., Apache Hive, Apache Pig, Apache HBase).
c) Knowledge Level: High-level event streams are fetched
from the event lake, and refined using online or offline deep
analytics to gain new security event insights for more accurate
decisions. Deep analytics integrate advanced ESP approaches
such as deep learning, text analytics, predictive analytics, data
mining, statistics and knowledge-based reasoning. In the next
subsections, we will describe those approaches and related
recent work.
Unlike deep analytics, data streams can be processed at the
edges of the network. This concept was recently introduced
by Cisco and it is called Fog analytics. The fog is a cloud
close to the ground [240]. Fog analytics [240], [241] leverage the extension of cloud capabilities to the edge of the
network, precisely at (or closer to) the source of the event
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to perform real-time processing locally, and just send security
event back to the cloud, rather than moving massive amounts
of raw events.
Generally, deep analytics are more centralized while fog
analytics are decentralized to the edge of the network. To
be more accurate, deep analytics often take into account
contextual information to better understand the whole cybersecurity ecosystem (context awareness) and the current situation of cyber threats occurring on the monitored system
(situational awareness). Contextual information includes platforms (CPE), vulnerabilities (CVE), software weaknesses
(CWE), attack classes (CAPEC), network topology and all
other system-related information. It is often organized into
an intuitive knowledge-based languages like Ontologies. The
combination of deep analytics and context/situational awarenesses help SIEM system to reason and take accurate
decisions.
d) Wisdom Level: The SIEM system can reason based
upon its knowledge-base and act with/without human intervention. In this level, cyber threat information is structured
in attack languages such as STIX and routed between organizations using the MITRE’s Trusted Automated eXchange of
Indicator Information (TAXII) mechanism [41]. It is a standard that allows sharing cyber threat information using various
models such as Producer/Consumer, Peer-to-Peer (P2P) and
Source/Subscriber.
In recent papers, various ESP techniques have been applied
for preprocessing, processing and deep processing of event
security streams. In Table VI, we have just reviewed some
of them in the following topics: aggregation, fusion, correlation, knowledge-based reasoning and deep analytics. We also
use the notation R which denotes the reduction rate of false
alarms.
A. Aggregation-Based
In Large-scale infrastructures, a big amount of events is
generated at any local instances of sensors. More often, gathering all events and trying to look at each feature is humanly

unfeasible. In addition, centralizing all gathered events for further processing in C&C central is relatively time-consuming
and expensive [254]. Thus, the aggregation or summarization
process appears to be one of solutions that compactly reduces
redundant events. However, aggregation remains a complex
process (can be NP-hard) that requires hardware optimization
and additional hardwares, processing optimization and task
scheduling [255]. In recent work, aggregation has been differently applied in distributed mode, i.e., at the edges of the
network, locally or closer to the source of the event and in
centralized mode, i.e., at the C&C network node.
Theory: An aggregation takes multiple inputs and outputs a
summary from these inputs using an aggregation function. Let
(x1 , . . . , xm ) ∈ Im be a finite data frame in the data streams
and y ∈ I an output data. An aggregation function [256], [257]
is defined by F : Im → I, such that y = F (x1 , . . . , xm ) and
satisfies several properties such as,
(1) F (x ) = x
(2) F (x , . . . , x ) = x
(3) F (x1 , . . . , e, . . . , xm ) = F (x1 , . . . , xm )
(4) F (xσ(1) , . . . , xσ(m) ) = F (x1 , . . . , xm )


(5) F (x1 , . . . , xm ) ≥ F (x1 , . . . , xm
) if xi ≥ xi
(6) F (x1 , . . . , xm ) = F (F (x1 , . . . , xj ), xj +1 , . . . , xm )

= F (x1 , . . . , xj , F (xj +1 , . . . , xm ))
(7) F (αx1 + β, . . . , αxm + β) = αF (x1 , . . . , xm ) + β
where e is the neutral element, α and β are two
reals. Simple aggregation functions are MIN, MAX, SUM,
PRODUCT, MEDIAN, AMEAN (arithmetic mean) and
WMEAN (weighted mean). Input data streams are often normalized and scaled before processing using functions such
as standardization (ST), robust standardization (RST), and
normalization (NORM).
(x − AMEAN(x ))
ST(x ) =
SD(x )
(x − MEDIAN(x ))
RST(x ) =
MAD(x )
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NORM(x ) =

(x − MIN(x ))
MAX(x ) − MIN(x )

where SD(x ) is the standard deviation and MAD(x ) is the
median absolute deviation. They are of the form,
%
&
n
& 1 
'
(xi − AMEAN(x ))2
SD(x ) =
n −1
i=1

MAD(x ) = 1.4828.MEDIAN(|x − MEDIAN(x )|)
More complex aggregations functions include clustering and
neural networks. Neural network aggregation functions are of
family of hierarchical aggregation functions. A hierarchy of
fusion functions is defined by the tuple H = l , m, F , where
l ∈ N is the number of layers, m = (m1 , . . . , ml ) ∈ Nl ,
where mi = n is the number of aggregation functions
in layer i ∈ {1, . . . , l }, m1 = n the number of inputs,
(i)
ml = 1 is the number of output, and F = (Fj )i∈I ,j ∈J is a
(i)
Fj

Imi−1

sequence of aggregation functions, such that
:
→ I,
I = {1, . . . , l } and J = {1, . . . , mi }. In the case of feedforward neural network aggregation, given an input example
(i)
(x1 , . . . , xmi−1 ), Fj is given by

mi−1
 (i)
(i)
(i)
wkj xk + w0j
Fj (x1 , . . . , xmi−1 ) = f
k =1

(i)

where f is an activation function, wkj are weights of the i-th
(i)
layer and w0j are biases of the i-th layer.
Review: In Smart Homes, Samarah et al. [252] combined
the spatiotemporal mining approach, k-anonymity, microaggregation to efficiently recognizes human activities and
preserve health data from inference-based privacy attacks. The
proposed model collected health data from smart homes and
weighted the readings from network sensors using a probabilistic feature extraction technique [252]. The data set consists
of a set of events in which each event is associated with a
date, time, sensor id, and sensor status (Open-Close, On-Off).
Profiles was extracted from dataset and converted into a set of
feature vectors. The collection of vectors is fed into a Naive
Bayes classifier for activity profiling. A k-anonymity model
uses a micro-aggregation to divide data into many equivalent

classes such that the values of an identification attribute of any
record in the dataset are similar to at least k-1 records. The
authors evaluated the model using Kyoto, Milan and Tulum
datasets. Overall, the proposed model achieved a high ACC
of 98% for Kyoto, 91% for Milan, and 92% for Tulum.
In IoT, Yang et al. [246] proposed a hybrid approach based
on a divided difference filtering (DDF) and a hierarchical
Bayesian Spatial-Temporal (HBST) model [258] for false data
injection (FDI) attack detection, when the aggregation process is being compromised by malicious nodes that inject false
aggregated data. The authors modeled the attack scenario using
an adversarial game model between FDI attacks and defenders
(based on their schemes). Next, they evaluated their approach
and achieved a high DR (greater than 90%) and a low FPR.

B. Fusion-Based
Data Fusion [259] is analogous to the ongoing cognitive process used by humans to integrate data continually
from their senses to make inferences about the external
world. It fuses heterogeneous security events from multiple
and various sensors into a synthetic, accurate, and consistent representation. However, the fusion process depends of
computational resources and time delays when transferring
information between the different sources [260]. Security
event streams can be fused together using various data fusion
approaches such as data mining-based data fusion (i.e., KNearest Neighbor (KNN) [261], probabilistic data association
(PDA) [260]), stage-based data fusion [262], feature-levelbased data fusion [262] like DNN and feature concatenation,
semantic meaning-based data fusion [262] like similarity
and co-training, Joint Directors of Laboratories (JDL) and
Demptser-Shafer Theory-based Decision Fusion [260].
Theory: Data fusion is a little bit similar to data aggregation.
Data aggregation is essentially used to provide information
in a synthetic form (summary of data) while data fusion
integrates multiple heterogeneous data, leverages some aggregation techniques and extracts actionable insights from this
data [257]. In the literature, the most widely-used data fusion
model is the JDL data fusion proposed by the Joint Directors
of Laboratories (JDL) Group and the American Department
of Defense (DoD).
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interpretations of the evidence, P is a probability measure on
(S, 2S ), and Γ is a multi-valued mapping from S to 2S . For
any hypothesis H ⊆ Ω, the incomplete beliefs in H is defined
by a belief function Bel : 2Ω → [0, 1], such that

Bel(H ) = P (s ∈ S|Γ(s) ⊆ H ) =
m(X )
X ⊆H

Fig. 14.

JDL Data Fusion Model.

The plausibility of each hypothesis H is given by the function
Plau : 2Ω → [0, 1], such that

Plau(H ) = 1 − Bel(¬H ) =
m(X )
X ∩H =∅

The JDL data fusion model has five processing levels [238]:
source preprocessing that preprocesses low-level data of sensors; object refinement that fine-tunes data into valuable
information using data fusion techniques like association, correlation, clustering and state estimation; situation assessment
that identifies the likely situations from the observed events
and builds relationships between them; impact assessment
that evaluates the current situation to identify possible risks
and vulnerabilities; and process refinement that improves the
previous steps to achieve efficient resource management (see
Fig. 14). In the JDL levels, Distributed Joint Probabilistic Data
Association (JPDA-D) [263] and Dempster-Shafer Inferencebased Decision Fusion (DSI) [264] are respectively used to
track multiple targets in cluttered environments and to make
decisions, based on the knowledge of the perceived situation
from sensors in the data fusion domain. JPDA-D estimates
state of the target, given two sensors as follows,
E x |Z 1 , Z 2 =

m1 
m2

j =0 k =0

Z 1,

E[x |χ1j , χ2k , Z 1 , Z 2 ]P χ1j , χ2k |Z 1 , Z 2

Z2

where
are the set of accumulative data, m1 and m2 are
the last set of measurements of sensor 1 and 2, χ is the association hypothesis, χ1 and χ2 are the joint hypotheses involving all measurements and objectives, E[x |χ1j , χ2l , Z 1 , Z 2 ] the
expected estimated state from previous associations. The data
association probability P (χ1j , χ2k |Z 1 , Z 2 ) is defined by

  
    
P χ1j , χ2k |Z 1 , Z 2 =
P χ1 , χ2 |Z 1 , Z 2 ω̂j1 χ1 ω̂k2 χ2
χ1 χ2

with
 1 
 
 


P χ1 , χ2 |Z 1 , Z 2 = P χ1 |Z 1 P χ2 |Z 2 γ χ1 , χ2
c
where ω̂j1 (χ1 ), ω̂j2 (χ2 ) are the binary indicators of the
measurement-target association. γ(χ1 , χ2 ) reflects the localization influence of the current measurements in the joint
hypotheses χ1 , χ2 and it is based on the correlation of the
individual hypothesis.
In DSI, the Dempster-Shafer relies on the mass function,
belief and plausible functions, and connection with rough sets.
Let Ω be a frame discernment or possible states of the world, a
mass function m : 2Ω → [0, 1] is defined such that m(∅) = 0
and H ⊆Ω m(H ) = 1, where H is an hypothesis. A mass is
induced by a source S, 2S , P , Γ, where S is a finite set of

The confidence interval [Bel(H ), Plau(H )] defines the true
belief in hypothesis H.
Review: In IoT Big Data, Wang and Zhang [243] proposed
a tensor deep learning model (TDL) that composes multiple
deep learning techniques using tensors to realm processing big
heterogeneous data. Tensors are used to model the complexity
of multisource heterogeneous data and extend the vector space
data to the tensor space. The conventional back-propagation
algorithm was extended into a high-order back-propagation
algorithm to transform data from the linear space into multiple
linear space. In the testing phase, the proposed model was
trained and tested using STL-10 and CUAVE datasets. As a
result, the proposed model achieved a higher recognition accuracy than the stacked auto encoder and the multimodal deep
learning model.
In Big Data, Abawajy and Kelarev [244] proposed an
iterative classifier fusion system for Android Malware detection. The system iteratively applies classifiers in fusion with
new iterative feature selection (IFS) procedure. The model
achieved better performance when combining the ICFS procedure using LibSVM with polynomial kernel with Multilayer
Perceptron and NBtree classifier and applying IFS feature
selection based on Wrapper Subset Evaluator with Particle
Swarm Optimization.
Shah et al. [251] proposed a fusion-based distributed intrusion detection system that used an improved Dempster Shafer
rule based on Alert-to-mass conversion. The Alert-to-mass
conversion transforms real-time heterogeneous alert events
into mass or weight values. The authors modified the Dempster
Shafer Theory using a combination function of these mass values. In the testing phase, they evaluated their approach using
the KDD cup 1999 dataset and achieved a good performance,
i.e., a low FPR of 0.73% and a high ACC of 73.32%.
C. Correlation-Based
Event correlation relates different events across observation
time and space to identify patterns, their relationships and
causalities. The observation time represents the window or
interval time where events occurred. The observation space
takes into account the spacial variation of other features of
events in the time. Event correlation is integrated in the SIEM
module where it performs various operations [265], [266]:
(a) compression replaces multiple identical events by a single event; (b) time-based correlation correlates events in the
time as they occur (e.g., event X follows event Y within
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100 milliseconds); (c) logic operations connects events with
Boolean operator (or, and, not); (d) counting reports a specified number of similar events as one; and (e) clustering
identifies similar events and generates new events from the
patterns of clusters. In recent papers, various event correlation techniques were used or combined to detect zero-day
attacks including rule-based correlation, case-based reasoning
correlation, neural network-based correlation and fuzzy-based
correlation.
Review: In Smart Campuses, Tian et al. [253] proposed
a real-time correlation of host-level events using evidence
graphs and a cyber range service (CRS) method to detect
attack evasions. The evidence graphs allow an effective evidence presentation and automated reasoning. A C2RS supports
an out-of-band data capturing mechanism for greater attack
resistance utilizing virtual machine introspection (VMI) technology. The VMI technology process allows monitoring virtual
machines at the hypervisor layer, i.e., exposing/exploiting
VM runtime state. A C2RS uses cloud controllers such
as OpenStack and VMWare vSphere as network management configuration tools. The authors extracted from Virtual
Machine, features such as process list, process maps, open
ports, open files, library list, and netstats. The evidence feature vectors are stored in the backend database. Then, the
correlation engine accessed features and performed evidence
analysis and graph reconstruction of the invasion attacks.
Through experiments, the proposed approach achieved lowlatency detection and was able to reconstruction host attack
scenarios (e.g., useradd/groupadd, executes vbs file, write
webshells, delete itself).
Recently, Vidal et al. [247] proposed a correlation framework that analyzes, classifies and prioritizes alerts generated
by multiple sensors based on payload analysis. The processing engine has two layers. The first layer makes a
fast inspection of potential threats in the gathered alerts.
The second layer performs deep analysis of alert flows by
reconstructing attack scenarios and giving an overview of
potential threats. The authors evaluated their approach using
a real-time traffic from a test bed and reduce considerably
the FPR.
Shittu et al. [248] developed a correlation-based hybrid
model, called A Comprehensive System for Analyzing Intrusion
Alerts (ACSAnIA), that integrates correlation knowledge (contextual information) for alert clustering and an anomaly
detection based on prioritisation metrics. The authors tested
their approach using 2012 cyber range experiment carried
out by the British Telecom Security Pratice Team. As a
result, the proposed model successfully reduced false-positives
by 97%.
D. Knowledge-Based
A Knowledge-based Reasoning (KBR) is an approach that
uses the background knowledge about events and their relations through ontologies for inferring relations between events,
i.e., reasoning on their type hierarchy or temporal/spacial relationships [267]. The knowledge-base contains event meta-data
and contextual information related to events or other resources

of the system. This knowledge-base helps event analysis to
be aware of the context and current situation of the system
in order to take accurate decisions. The event analysis engine
accesses to the knowledge-base by performing online or offline
event query rules (e.g., SQWRL, SPARQL).
Review: Xu et al. [103] proposed a network security situation awareness (NSSA) model that integrates a semantic
ontology about network security entities (netflow, attack, vulnerability, context, alert, sensor), and user-defined rules based
on OWL/SWRL. The NSSA model allows providing a holistic view and situational awareness of the security state of the
entire network. It has three main levels: (a) security situation
perception level collects information from tremendous multisource heterogeneous data and translates it into comprehensive
formats; (b) situation evaluation level identifies the security
events and analyzes their relationships among these events to
obtain the security situation of the monitored network; and (c)
situation prediction predicts the change trend of the network
situation in the future. To show the effectiveness of their
approach, the authors built and tested some scenarios using
Protege for DDoS detection, worm detection and vulnerability
assessment. As a result, the model showed a good performance
in all test cases.
In VANETs, Narayanan et al. [249] developed a semanticbased context mining system for context-awareness of the
attack surface (internal or external hardwares, on-Vehicle
devices) and vulnerabilities occurring in vehicular IoT. The
system consists of four layers: (a) a Local Context Detection
(LCD) layer collects streaming data from a vehicle’s controller
area network (CAN) bus, extracts contextual information (e.g.,
high speed, normal speed) and associates it to their respective
ontology entities; (b) a Cross Component Context Inferencing
Engine (C3IE) layer aggregates contextual information from
LCD to infer overall state of the system using SWRL/SPARQL
reasoners; and (c) a Rule Mining Engine extracts knowledge from historical data to support the inferencing process.
The authors evaluated their approach by representing different
abnormal scenarios in the Protege tool and testing whether the
proposed model can detect these scenarios.
E. Deep Analytics
Deep Analytics is a multidimensional approach that uses
mathematics, business models and intelligent methods (e.g.,
machine learning, data mining) to find meaningful patterns in
depth, or predict behaviours of a system. Recently, different
deep analytics were applied in the intrusion detection such as
descriptive analytics that create a summary of historical events
for data preparation, diagnostic analytics that look events in
depth to figure out their behaviours and causalities, predictive
analytics that give trends about the system behaviour using
predictive algorithms and past events (e.g., regression, SVM),
and prescriptive analytics that make real-time decision using
predictive analytics and knowledge-based reasoning for cyber
threat detection.
Review: In VANETs, Chen et al. [242] proposed a neuromorphic anomaly recognition and detection (AnRAD) framework that learns an efficient self-structured confabulation
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network (corrupted neural memory) using streaming data,
and processes diversified incoming concurrent data streams
in parallel using a detection algorithm based on the graphical processing unit (GPU) and the Xeon Phi coprocessor. The
authors tested the framework using a vehicular network testbed
and the framework was able to monitor more than 16 000 vehicles and their interactions in less than 0.2ms for one testing
subject.
During the MITRE’s Cyber Situational Awareness Solution
project, Noel et al. [245] proposed a unified graph-based
analytic model called CyGraph which has four main tasks:
(a) capturing attack, vulnerability and real-time security
events; (b) building a predictive model of possible attack paths
and critical vulnerabilities; (c) correlating security events or
intrusion alerts to known attack and vulnerability paths, and
then (d) providing a situational awareness of vulnerabilities
and attacks occurring on the monitored network. CyGraph
supports a query language (CyQL) for expressing graph patterns by querying cyber security assets with an interactive
visualization of query results.
Tuor et al. [250] proposed an online unsupervised DNN
approach to filter system log data streams and detect network
activity from system logs in real-time. As the user activity
is non-predictable over seconds or minutes, the model continuously trains to adapt to changing event patterns. During
the training phase, raw event log streams are fed into an
online feature extractor which aggregates them into desired
feature vectors to feed the DNN model. In the testing phase,
the authors evaluated their approach using the CERT Insider
Threat Dataset v6.2 and Tensorflow tool for implementation.
As a result, the model achieved a better performance than
existing approaches (Principal Component Analysis, SVM,
Forest) with an average DR of 95.53%.
VI. C HALLENGES , D ISCUSSIONS AND C ONCLUSION
In this section, we present IDS challenges and potential
solutions for each domain. We also discuss about the surveyed
papers and provide some strategies to improve IDS in terms
of accuracy, performance and robustness.
A. IDS Challenges and Potential Solutions
Improving IDSs against evolving attacks must take into
account the target domain behaviour, its dynamic and constraints. Domain-dependent IDS approaches are increasingly
adopted as they are designed to support domain constraints
and defend against domain-specific attacks. Such approaches
are often more accurate than those independent from the
domain (generic IDS). IDS challenges can also be generic
and domain-specific. The generic challenges are common to
all domain-specific IDSs. In the literature, We have identified
the 10 generic challenges below.
1) IDSs are not yet scaled to meet the requirements posed by
high-speed networks (terabit, petabit) [268], [269], i.e., highavailability, low-latency, high-resiliency, high-reliability, and
high-scalability.
2) Factors, like noise in the ingoing traffic, significantly
affect traffic profiles, and the large amount of network traffic
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makes IDSs unable to build a normal traffic profile of the
network for intrusion detection [270].
3) IDSs in default setting generate so many false positives [271] and fine-tuning the IDS can be an arduous
undertaking that requires both time and expertise.
4) IDSs have not yet reached the level where they effectively
give historical analysis of the intrusions detected over a period
of time [272]. Thus, it is done manually by cyber-analysts.
5) IDSs sometimes drop traffic when they become overloaded. As traffic levels rise, the associated processing load
required to keep up becomes prohibitive and the IDS either
falls behind or fails [273].
6) Some IDSs are ressource-intensives, i.e., they consume
a lot of network bandwidth and requires high performance
hardwares.
7) Many IDSs don’t have the ability to decrypt the
encrypted packets that they catch. When an IDS catches an
encrypted packet, it typically discards it and attacks could be
missed [274].
8) The evaluation of IDSs against the most recent attacks
are not yet possible since DARPA, KDD cup 99, and NSLKDD are deprecated. Whenever ethical hacking is done for
penetration testing, it requires a lot of expertise, time and a
deep knowledge of the target network.
9) Despite many unified event formats proposed, each
IDS vendor still provide different event formats. This causes
interoperability problems during processing.
10) As the frequency of signature updates varies from
vendor to vendor, this may cause a problem for knowledgebased IDSs that require continuous updates for zero-day attack
detection.
On the other hand, we have identified numerous IDS challenges for each of the surveyed domain (see Table VII).
Domain-specific IDSs are subjected to many domainconstraints such as low-energy/low-memory consumption,
minimal failures, dynamic topology, shorter downtimes, and
human safety. The common baseline of the domain-specific
IDSs is to ensure integrity, availability, confidentiality and
authenticity of the information. To satisfy these requirements, IDSs must support cryptographic and trust management
mechanisms [288] for data gathering, data processing and
data sharing [276]. For example, IDSs could support the
Datagram Transport Layer Security (DTLS) protocol designed
for IPv6 over Low power Wireless Personal Area Networks
(6LoWPANs) [289] and the key agreement protocol based
on the elliptic curve cryptosystem to ensure integrity and
mutual authentication among sensor nodes, gateway nodes and
users [290].
In Smart Health, IDSs could integrate the signature-based
access control mechanism proposed in [291] to prevent unauthorized users from accessing patient data in the cloud.
The mechanism supports a SaaS (Software-As-A-Service)
application where only authorized professionals can access
patient data. In Smart Vehicles, availability is one of the
key factor due to high vehicular mobility. During V2I
and V2V communication, messages are forwarded to a
destination using multiple intermediate vehicles as relay
nodes and forwarding algorithms such as Greedy Perimeter
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Stateless Routing (GPSR) [292] and new path recovery
mechanism [293]. More challenges and solutions have been
addressed in Smart Grids [275]–[279], [294]–[297], Smart
Health [280]–[283], Smart Homes [276], [284], [298]–[300]
and Smart Vehicles [285]–[287], [301]–[304].

B. Evaluation of the Surveyed Work
In Table IV, anomaly-based detection techniques are most
frequent in recent work and achieved high intrusion detection
accuracies in the intervall [84.12%, 99.81%]. Moreover, hybrid
detection techniques achieved a good performance with a high
intrusion detection accuracy in the interval [84.84%, 99.91%].
Consequently, it is necessary to combine multiple detection
approaches to increase the intrusion detection performance
while having a look to the cost in time and space. Other
techniques like knowledge-based and multi-agent based detection were coupled with/without anomaly detection to enhance
accuracy.
Studied papers used NSL-KDD and KDD cup 1999 to
evaluate their approaches. Precisely, 12.7% used NSL-KDD
and 15.9% used KDD cup 1999. Other datasets were used
by 22.15% of studied papers. Some papers evaluated their
approach using a real-world environment (e.g., Industry tests),
a self-built test bed and simulated environment (e.g., traffic generator, MATLAB): 14.3% of studied papers tested
their solutions using a self-built test bed, 6.35% deployed
the models in industry with real-world data, and 28.6% performed various simulations to show the effectiveness of their
approaches. These statistics show that many researchers still
used datasets and simulations rather than real deployment tests.
As mentioned in Section VI-A, these datasets are deprecated as
they do not take into account new attacks [9]. Researchers use
deprecated datasets due to many reasons such as the building
of a test environment is often complex and time consuming,
professional skills or background experience is often required

to set up the test environment, and cybersecurity companies
do not allow researchers to perform internal real tests due to
data privacy and laws.
Several papers on ESP approaches have been surveyed.
An effective validation of these approaches requires a lot of
resources. Hardware requirements and background experience
in the ESP field limited considerably academic researches.
However, the ESP necessity in big data security [9] is undeniable. In the studied papers, some authors combined different
ESP approaches to enhance the performance of their solutions
and efficiently reduce security event streams.
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